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CVE-2022-25885

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssammvnncLrriumsucnay  Gertain versions of Muhammara from Muhammara Project contain the
' following vulnerability:

The package muhammara before 2.6.0; all versions of package
hummus are vulnerable to Denial of Service (DoS) when
PDFStreamForResponse() is used with invalid data.

CVE-2022-25885 has been assigned by {gh report@snyk.io to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_ [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE | [ HIGH |
CVE References

Description Tags Link

electron crash, needs at least input ) MISC github.com/julianhille/MuhammaraJS/issues/188
validation for pdfstreamresponse -

Issue #188 -

julianhille/MuhammaraJ$S - GitHub

Denial of Service (DoS) in feb MISC security.snyk.io/vuln/SNYK-JS-MUHAMMARA-3091137
muhammara | CVE-2022-25885 |
Snyk

Denial of Service (DoS) in hummus feb MISC security.snyk.io/vuln/SNYK-JS-HUMMUS-3091139
| CVE-2022-25885 | Snyk [ text/htmi |

Fix createWriter cpp / crash / npe [ github.com | ) MiIsC

when using null as stream object text/html github.com/julianhille/MuhammaraJS/commit/0a6427eec82ef2978995e453de2dc0d6
(P

julianhille/MuhammaraJS@0a6427¢e

. GitHiih
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electron crash, needs at least input  [EIITEETN ) MISC github.com/galkahana/HummusJS/issues/439
validation for pdfstreamresponse - text/html

Issue #439 - galkahana/HummusJS

- GitHub

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

/]

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Muhammara Project Muhammara All All All All
cpe:2.3:a:muhammara_project:muhammara:*:*:*:*:*:node.js:*:*:

Discovery Credit

Julian Hille
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Source Title Posted (UTC)
@CVEreport CVE-2022-25885 : The package muhammara before 2.6.0; all versions of package hummus are 2022-11-01
vulnerable to Denial of Ser... twitter.com/i/web/status/1... 05:12:04
@ /rinetcve CVE-2022-25885 2022-11-01
05:38:48
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