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CVE CVE-2022-25898
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2022-07-01 20:15:00 UTC
Updated 2022-07-13 19:01:00 UTC
Description The package jsrsasign before 10.5.25 are vulnerable to Improper Verification of Cryptographic Signature when JWS or JW~

1|

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jsrsasign Project Jsrsasign All All All All

References

Reference Source
Improper Verification of Cryptographic Signature in org.webjars.npm:jsrsasign | CVE-2022-25898 | Snyk CONFIRM
Improper Verification of Cryptographic Signature in org.webjars.bowergithub.kjur:jsrsasign | CVE-2022-25898 | Snyk  CONFIRM
Release CVE-2022-25898 Security fix in JWS and JWT validation - kjur/jsrsasign - GitHub CONFIRM
Improper Verification of Cryptographic Signature in org.webjars.bower:jsrsasign | CVE-2022-25898 | Snyk CONFIRM
CVE-2022-25898 Security fix in JWS and JWT validation - kjur/jsrsasign@4536a6e - GitHub CONFIRM
Improper Verification of Cryptographic Signature in jsrsasign | CVE-2022-25898 | Snyk CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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Vendor Comments And Credit

Link
snyk.io
snyk.io
github.coi
snyk.io
github.coi
snyk.io

Www.cve.

nvd.nist.g

Discovery Credit
LEGACY: Adi Malyanker

LEGACY: Or David


https://cve.report/
https://cve.report/CVE-2022-25898/mitre
https://cve.report/CVE-2022-25898/nist
https://cve.report/CVE-2022-25898/cve_org
https://cve.report/api/cve/CVE-2022-25898.json
https://cve.report/CVE-2022-25898.pdf
http://cve.report/vendor/jsrsasign_project
http://cve.report/software/jsrsasign_project/jsrsasign
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-2935896
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSBOWERGITHUBKJUR-2935897
https://github.com/kjur/jsrsasign/releases/tag/10.5.25
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSBOWER-2935898
https://github.com/kjur/jsrsasign/commit/4536a6e9e8bcf1a644ab7c07ed96e453347dae41
https://snyk.io/vuln/SNYK-JS-JSRSASIGN-2869122
https://www.cve.org/CVERecord?id=CVE-2022-25898
https://nvd.nist.gov/vuln/detail/CVE-2022-25898

There are currently no legacy QID mappings associated with this CVE.
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