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CVE CVE-2022-25912
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-06 05:15:00 UTC
Updated 2023-08-08 14:21:00 UTC
Description The package simple-git before 3.15.0 are vulnerable to Remote Code Execution (RCE) when enabling the ext transport pro

/ |

1|

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Simple-git Project Simple-git All All All All

Reference Source Link Tags
Chore: bump lerna, jest and create prettier workflow (#862) - steveukx/git-js@7746480 - GitHub CONFIRM  github.com

Remote Code Execution (RCE) in org.webjars.npm:simple-git | CVE-2022-25912 | Snyk CONFIRM  security.snyk.io

N/A CONFIRM github.com

Remote Code Execution (RCE) in simple-git | CVE-2022-25912 | Snyk CONFIRM  security.snyk.io

Release simple-git@3.15.0 - steveukx/git-js - GitHub CONFIRM github.com
git-js/PLUGIN-UNSAFE-ACTIONS.md at main - steveukx/git-js - GitHub MITRE github.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, al
< |

Vendor Comments And Credit

Discovery Credit
LEGACY: Sam Wheating



https://cve.report/
https://cve.report/CVE-2022-25912/mitre
https://cve.report/CVE-2022-25912/nist
https://cve.report/CVE-2022-25912/cve_org
https://cve.report/api/cve/CVE-2022-25912.json
https://cve.report/CVE-2022-25912.pdf
http://cve.report/vendor/simple-git_project
http://cve.report/software/simple-git_project/simple-git
https://github.com/steveukx/git-js/commit/774648049eb3e628379e292ea172dccaba610504
https://security.snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-3153532
https://github.com/steveukx/git-js/blob/main/docs/PLUGIN-UNSAFE-ACTIONS.md%2523overriding-allowed-protocols
https://security.snyk.io/vuln/SNYK-JS-SIMPLEGIT-3112221
https://github.com/steveukx/git-js/releases/tag/simple-git%25403.15.0
https://github.com/steveukx/git-js/blob/main/docs/PLUGIN-UNSAFE-ACTIONS.md#overriding-allowed-protocols
https://www.cve.org/CVERecord?id=CVE-2022-25912
https://nvd.nist.gov/vuln/detail/CVE-2022-25912

There are currently no legacy QID mappings associated with this CVE.
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