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Summary

CVE CVE-2022-25921

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-29 05:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description All versions of package morgan-json are vulnerable to Arbitrary Code Execution due to missing sanitization of input passed to the Function constructor.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Morgan-json Project Morgan-json All All All All

References

Reference Source Link Tags

Arbitrary Code Execution in morgan-json | CVE-2022-25921 | Snyk CONFIRM security.snyk.io

N/A CONFIRM github.com

morgan-json/index.js at 3a76010215a4256d41687d082cd66c4f00ea5717 · indexzero/morgan-json · GitHub MITRE github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: OmniTaint

There are currently no legacy QID mappings associated with this CVE.

https://cve.report/
https://cve.report/CVE-2022-25921/mitre
https://cve.report/CVE-2022-25921/nist
https://cve.report/CVE-2022-25921/cve_org
https://cve.report/api/cve/CVE-2022-25921.json
https://cve.report/CVE-2022-25921.pdf
http://cve.report/vendor/morgan-json_project
http://cve.report/software/morgan-json_project/morgan-json
https://security.snyk.io/vuln/SNYK-JS-MORGANJSON-2976193
https://github.com/indexzero/morgan-json/blob/3a76010215a4256d41687d082cd66c4f00ea5717/index.js%2523L46
https://github.com/indexzero/morgan-json/blob/3a76010215a4256d41687d082cd66c4f00ea5717/index.js#L46
https://www.cve.org/CVERecord?id=CVE-2022-25921
https://nvd.nist.gov/vuln/detail/CVE-2022-25921
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