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CVE-2022-26080

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

essanavnacLeruumsucunan  Gertain versions of H5692448 G104 from Abb contain the foIIowing
’ vulnerability:

Use of Insufficiently Random Values vulnerability in ABB Pulsar Plus
System Controller NE843_S, ABB Infinity DC Power Plant.This issue
affects Pulsar Plus System Controller NE843 S : comcode
150042936; Infinity DC Power Plant: H5692448 G104 G842 G224L
G630-4 G451C(2) G461(2) — comcode 150047415.

CVE-2022-26080 has been assigned by () cybersecurity@ch.abb.com to track the vulnerability - currently rated as severity.
Affected Vendor/Software: (7) ABB - Pulsar Plus System Controller NE843_S version = comcode 150042936

Affected Vendor/Software: () ABB - Infinity DC Power Plant version = H5692448 G104 G842 G224L G630-4 G451C(2) G461(2) -
comcode 150047415

| CVSS3 Score: EEMEDIN)

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

DocumentID=9AKK108467A6732& LanguageCode=en&DocumentPartld=&Action=Launch& ga=2.25611764
1879524908.1677751217

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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