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Certain versions of Fortinac from Fortinet contain the following
vulnerability:

An empty password in configuration file vulnerability [CWE-258] in
FortiNAC version 8.3.7 and below, 8.5.2 and below, 8.5.4, 8.6.0, 8.6.5
and below, 8.7.6 and below, 8.8.11 and below, 9.1.5 and below, 9.2.3
and below may allow an authenticated attacker to access the MySQL
databases via the CLI.

CVSS3 Score: 8.8 - HIGH
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NETWORK LOW LOW NONE

Scope Confidentiality
Impact

Integrity
Impact

Availability
Impact

UNCHANGED HIGH HIGH HIGH

CVE References

Description Tags Link

Fortinet FortiNAC - Unprotected MySQL root account (CVE-2022-
26117) · Advisory · orangecertcc/security-research · GitHub

github.com

text/html

 MISC github.com/orangecertcc/security-
research/security/advisories/GHSA-r259-5p5p-
2q47

PSIRT Advisories | FortiGuard fortiguard.com

text/html

 CONFIRM fortiguard.com/psirt/FG-IR-22-
058

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

CVE-2022-26117 has been assigned by  psirt@fortinet.com to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  Fortinet - Fortinet FortiNAC version = FortiNAC version 8.3.7 and below, 8.5.2 and below, 8.5.4,
8.6.0, 8.6.5 and below, 8.7.6 and below, 8.8.11 and below, 9.1.5 and below, 9.2.3 and below.
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Fortinet Fortinac All All All All

Application Fortinet Fortinac 8.3.7 All All All

Application Fortinet Fortinac 8.5.4 All All All

Application Fortinet Fortinac 8.6.0 All All All

Application Fortinet Fortinac All All All All

Application Fortinet Fortinac All All All All

Application Fortinet Fortinac All All All All

Application Fortinet Fortinac All All All All

No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)

 @foxbook 「修正された問題のうち4つは「高」重大度として評価されており、CVE-2022-26117、CVE-2021-
43072、CVE-2022-30302、およびCVE-2021-41031です。」 twitter.com/foxbook/status…

2022-07-09
20:10:53

@MachinaRecord
?Fortinetが複数製品の脆弱性数件に対処（CVE-2022-26117、CVE-2021-43072ほか） ?Checkmate
ランサムウェアがQNAP製NASデバイスを攻撃 ?? ??親ロシア派サイバー犯罪者らが米国サ…
twitter.com/i/web/status/1…

2022-07-11
01:53:49

 @CVEreport CVE-2022-26117 : An empty password in configuration file vulnerability [CWE-258] in FortiNAC
version 8.3.7 and belo… twitter.com/i/web/status/1…

2022-07-18
18:03:14

 @LinInfoSec Mysql - CVE-2022-26117: fortiguard.com/psirt/FG-IR-22… 2022-07-18
21:00:36

@iototsecnews
Cisco／Fortinet 製品群の深刻な脆弱性 CVE-2022-20812／CVE-2022-26117 などが FIX #security
#vulnerability #cisco #fortinet iototsecnews.jp/2022/07/06/cis…

2022-07-18
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