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Summary

CVE CVE-2022-26183

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-21 22:15:00 UTC

Updated 2023-11-09 20:55:00 UTC

Description PNPM v6.15.1 and below was discovered to contain an untrusted search path which causes the application to behave in unexpected ways when users execute PNPM commands in a directory containing malicious content. This vulnerability occurs when the application is ran on Windows OS.

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows - All All All

Application Pnpm Pnpm All All All All

Application Pnpm Pnpm All All All All

References

Reference Source Link Tags

Securing Developer Tools: Package Managers | Sonar MISC www.sonarsource.com

Release v6.15.1 · pnpm/pnpm · GitHub MISC github.com

fix: prevent binary planting attacks on Windows · pnpm/pnpm@04b7f60 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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