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Summary

CVE CVE-2022-26211

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-15 22:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description Totolink A830R V5.9c.4729_B20191112, A3100R V4.1.2cu.5050_B20200504, A950RG V4.1.2cu.5161_B20200903, A800R V4.1.2cu.5137_B20200730, A3000RU V5.9c.5185_B20201128, and A810R V4.1.2cu.5182_B20201026 were discovered to contain a command injection vulnerability in the function CloudACMunualUpdate, via the deviceMac and deviceName parameters. This vulnerability allows attackers to execute arbitrary commands via a crafted request.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Totolink A3000ru - All All All

Operating System Totolink A3000ru Firmware 5.9c.5185_b20201128 All All All

Hardware Totolink A3100r - All All All

Operating System Totolink A3100r Firmware 4.1.2cu.5050_b20200504 All All All

Hardware Totolink A800r - All All All

Operating System Totolink A800r Firmware 4.1.2cu.5137_b20200730 All All All

Hardware Totolink A810r - All All All

Operating System Totolink A810r Firmware 4.1.2cu.5182_b20201026 All All All

Hardware Totolink A830r - All All All

Operating System Totolink A830r Firmware 5.9c.4729_b20191112 All All All

Hardware Totolink A950rg - All All All

Operating System Totolink A950rg Firmware 4.1.2cu.5161_b20200903 All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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