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Summary

CVE CVE-2022-26259

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-28 01:15:00 UTC

Updated 2022-04-04 20:40:00 UTC

Description A buffer over flow in Xiongmai DVR devices NBD80X16S-KL, NBD80X09S-KL, NBD80X08S-KL, NBD80X09RA-KL, AHB80X04R-MH, AHB80X04R-MH-V2, AHB80X04-R-MH-V3, AHB80N16T-GS, AHB80N32F4-LME, and NBD90S0VT-QW allows attackers to cause a Denial of Service (DoS) via a crafted RSTP request.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Xiongmaitech Ahb80n16t-gs - All All All

Operating System Xiongmaitech Ahb80n16t-gs Firmware 4.03.r11.7601.nat.onvifc.20211223 All All All

Hardware Xiongmaitech Ahb80n32f4-lme - All All All

Operating System Xiongmaitech Ahb80n32f4-lme Firmware 4.03.r11.7601.nat.onvifc.20211228 All All All

Hardware Xiongmaitech Ahb80x04-r-mh-v3 - All All All

Operating System Xiongmaitech Ahb80x04-r-mh-v3 Firmware 4.03.r11.nat.dss.onvifc.20210729 All All All

Hardware Xiongmaitech Ahb80x04r-mh - All All All

Hardware Xiongmaitech Ahb80x04r-mh-v2 - All All All

Operating System Xiongmaitech Ahb80x04r-mh-v2 Firmware 4.03.r11.nat.dss.onvifc.20210729 All All All

Operating System Xiongmaitech Ahb80x04r-mh Firmware 4.03.r11.nat.dss.onvifc.20210729 All All All

Hardware Xiongmaitech Nbd80x08s-kl - All All All

Operating System Xiongmaitech Nbd80x08s-kl Firmware 4.03.r11.nat.dss.onvifc.20210727 All All All

Hardware Xiongmaitech Nbd80x09ra-kl - All All All

Operating System Xiongmaitech Nbd80x09ra-kl Firmware 4.03.r11.nat.dss.onvifc.20210727 All All All

Hardware Xiongmaitech Nbd80x09s-kl - All All All

Operating System Xiongmaitech Nbd80x09s-kl Firmware 4.03.r11.nat.dss.onvifc.20210727 All All All

Hardware Xiongmaitech Nbd80x16s-kl - All All All
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Hardware Xiongmaitech Nbd80x16s-kl - All All All

Operating System Xiongmaitech Nbd80x16s-kl Firmware 4.03.r11.nat.dss.onvifc.20210727 All All All

Hardware Xiongmaitech Nbd90s0vt-qw - All All All

Operating System Xiongmaitech Nbd90s0vt-qw Firmware 4.03.r11.713g.nat.onvifc.2021 All All All

References

Reference Source Link Tags

Exploiting: Buffer overflow in Xiongmai DVRs | ret2.me MISC blog.ret2.me

Hangzhou Xiongmai Technology Co.,LTD.-Memory overflow vulnerability of some XM devices MISC www.xiongmaitech.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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