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A buffer over flow in Xiongmai DVR devices NBD80X16S-KL, NBD80X09S-KL, NBD80X08S-KL, NBD80X09RA-KL, AHBS(
| 1|

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)
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Hardware
Operating System
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Operating System
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Operating System
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Operating System
Hardware
Operating System
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Operating System

Hardware

Vendor Product Version Update Edition Language
Xiongmaitech ~ Ahb80n16t-gs - All All All
Xiongmaitech ~ Ahb80n16t-gs Firmware 4.03.r11.7601.nat.onvifc.20211223  All All All
Xiongmaitech ~ Ahb80n32f4-Ime - All All All
Xiongmaitech  Ahb80n32f4-Ime Firmware 4.03.r11.7601.nat.onvifc.20211228  All All All
Xiongmaitech ~ Ahb80x04-r-mh-v3 - All All All
Xiongmaitech ~ Ahb80x04-r-mh-v3 Firmware  4.03.r11.nat.dss.onvifc.20210729 All All All
Xiongmaitech ~ Ahb80x04r-mh - All All All
Xiongmaitech ~ Ahb80x04r-mh-v2 - All All All
Xiongmaitech ~ Ahb80x04r-mh-v2 Firmware  4.03.r11.nat.dss.onvifc.20210729 All All All
Xiongmaitech ~ Ahb80x04r-mh Firmware 4.03.r11.nat.dss.onvifc.20210729 All All All
Xiongmaitech ~ Nbd80x08s-kl - All All All
Xiongmaitech  Nbd80x08s-kl Firmware 4.03.r11.nat.dss.onvifc.20210727 All All All
Xiongmaitech  Nbd80x09ra-kI - All All All
Xiongmaitech  Nbd80x09ra-kl Firmware 4.03.r11.nat.dss.onvifc.20210727 All All All
Xiongmaitech  Nbd80x09s-kl - All All All
Xiongmaitech ~ Nbd80x09s-kl Firmware 4.03.r11.nat.dss.onvifc.20210727 All All All
Xiongmaitech  Nbd80x16s-kI - All All All
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Operating System  Xiongmaitech ~ Nbd80x16s-kl Firmware 4.03.r11.nat.dss.onvifc.20210727 All All All

Hardware Xiongmaitech  Nbd90s0vt-qw - All All All
Operating System  Xiongmaitech  Nbd90s0vt-qw Firmware 4.03.r11.713g.nat.onvifc.2021 All All All
Reference Source Link Tags
Exploiting: Buffer overflow in Xiongmai DVRs | ret2.me MISC blog.ret2.me

Hangzhou Xiongmai Technology Co.,LTD.-Memory overflow vulnerability of some XM devices MISC www.xiongmaitech.com

CVE Program record CVE.ORG www.cve.org canor
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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