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CVE CVE-2022-26291
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-28 22:15:00 UTC
Updated 2022-10-07 01:09:00 UTC
Description Irzip v0.641 was discovered to contain a multiple concurrency use-after-free between the functions zpagq_decompress_buf(
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Irzip Project Irzip 0.641 All All All

Application Long Range Zip Project Long Range Zip 0.641 All All All

Reference Source
Debian -- Security Information -- DSA-5145-1 Irzip DEBIAN

Multiple concurrency UAF bug between “zpaq_decompress_buf()" and “clear_rulist()” function - Issue #206 - ckolivas/Irzip - GitHub  MISC

[SECURITY] [DLA 2981-1] Irzip security update MLIST
CVE Program record CVE.OR
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.
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179190 Debian Security Update for Irzip (DLA 2981-1)

179313 Debian Security Update for Irzip (DSA 5145-1)

184573 Debian Security Update for Irzip (CVE-2022-26291)

199146 Ubuntu Security Notification for Long Range ZIP Vulnerabilities (USN-5840-1)
502884 Alpine Linux Security Update for Irzip

505763 Alpine Linux Security Update for Irzip
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