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Summary

CVE CVE-2022-26320

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-14 18:15:00 UTC

Updated 2022-03-23 15:02:00 UTC

Description The Rambus SafeZone Basic Crypto Module before 10.4.0, as used in certain Fujifilm (formerly Fuji Xerox) devices before 2022-03-01, Canon imagePROGRAF and imageRUNNER devices through 2022-03-14, and potentially many other devices, generates RSA keys that can be broken with Fermat's factorization method. This allows efficient calculation of private RSA keys from the public key of a TLS certificate.

Risk And Classification

Problem Types: CWE-330

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canon Imageprograf Firmware All All All All

Operating System Canon Imagerunner Firmware All All All All

Hardware Fujifilm Apeosport-vii 4021 - All All All

Operating System Fujifilm Apeosport-vii 4021 Firmware All All All All

Hardware Fujifilm Apeosport-vii 5021 - All All All

Operating System Fujifilm Apeosport-vii 5021 Firmware All All All All

Hardware Fujifilm Apeosport-vii C2273 - All All All

Operating System Fujifilm Apeosport-vii C2273 Firmware All All All All

Hardware Fujifilm Apeosport-vii C3321 - All All All

Operating System Fujifilm Apeosport-vii C3321 Firmware All All All All

Hardware Fujifilm Apeosport-vii C3372 - All All All

Operating System Fujifilm Apeosport-vii C3372 Firmware All All All All

Hardware Fujifilm Apeosport-vii C3373 - All All All

Operating System Fujifilm Apeosport-vii C3373 Firmware All All All All

Hardware Fujifilm Apeosport-vii C4421 - All All All

Operating System Fujifilm Apeosport-vii C4421 Firmware All All All All

Hardware Fujifilm Apeosport-vii C4473 - All All All
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Hardware Fujifilm Apeosport-vii C4473 - All All All

Operating System Fujifilm Apeosport-vii C4473 Firmware All All All All

Hardware Fujifilm Apeosport-vii C5573 - All All All

Operating System Fujifilm Apeosport-vii C5573 Firmware All All All All

Hardware Fujifilm Apeosport-vii C5588 - All All All

Operating System Fujifilm Apeosport-vii C5588 Firmware All All All All

Hardware Fujifilm Apeosport-vii C6688 - All All All

Operating System Fujifilm Apeosport-vii C6688 Firmware All All All All

Hardware Fujifilm Apeosport-vii C6773 - All All All

Operating System Fujifilm Apeosport-vii C6773 Firmware All All All All

Hardware Fujifilm Apeosport-vii C7773 - All All All

Operating System Fujifilm Apeosport-vii C7773 Firmware All All All All

Hardware Fujifilm Apeosport-vii C7788 - All All All

Operating System Fujifilm Apeosport-vii C7788 Firmware All All All All

Hardware Fujifilm Apeosport-vii Cp4421 - All All All

Operating System Fujifilm Apeosport-vii Cp4421 Firmware All All All All

Hardware Fujifilm Apeosport-vii P4021 - All All All

Operating System Fujifilm Apeosport-vii P4021 Firmware All All All All

Hardware Fujifilm Apeosport 2560 - All All All

Operating System Fujifilm Apeosport 2560 Firmware All All All All

Hardware Fujifilm Apeosport 2560 G - All All All

Operating System Fujifilm Apeosport 2560 G Firmware All All All All

Hardware Fujifilm Apeosport 3060 - All All All

Operating System Fujifilm Apeosport 3060 Firmware All All All All

Hardware Fujifilm Apeosport 3060 G - All All All

Operating System Fujifilm Apeosport 3060 G Firmware All All All All

Hardware Fujifilm Apeosport 3560 - All All All

Operating System Fujifilm Apeosport 3560 Firmware All All All All

Hardware Fujifilm Apeosport 3560 G - All All All

Operating System Fujifilm Apeosport 3560 G Firmware All All All All

Hardware Fujifilm Apeosport 4570 - All All All

Operating System Fujifilm Apeosport 4570 Firmware All All All All

Hardware Fujifilm Apeosport 4570 G - All All All

Operating System Fujifilm Apeosport 4570 G Firmware All All All All

Hardware Fujifilm Apeosport 5570 - All All All

Operating System Fujifilm Apeosport 5570 Firmware All All All All
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Hardware Fujifilm Apeosport 5570 G - All All All

Operating System Fujifilm Apeosport 5570 G Firmware All All All All

Hardware Fujifilm Apeosport C2060 - All All All

Operating System Fujifilm Apeosport C2060 Firmware All All All All

Hardware Fujifilm Apeosport C2060 G - All All All

Operating System Fujifilm Apeosport C2060 G Firmware All All All All

Hardware Fujifilm Apeosport C2560 - All All All

Operating System Fujifilm Apeosport C2560 Firmware All All All All

Hardware Fujifilm Apeosport C2560 G - All All All

Operating System Fujifilm Apeosport C2560 G Firmware All All All All

Hardware Fujifilm Apeosport C3060 - All All All

Operating System Fujifilm Apeosport C3060 Firmware All All All All

Hardware Fujifilm Apeosport C3070 - All All All

Operating System Fujifilm Apeosport C3070 Firmware All All All All

Hardware Fujifilm Apeosport C3070 G - All All All

Operating System Fujifilm Apeosport C3070 G Firmware All All All All

Hardware Fujifilm Apeosport C3570 - All All All

Operating System Fujifilm Apeosport C3570 Firmware All All All All

Hardware Fujifilm Apeosport C3570 G - All All All

Operating System Fujifilm Apeosport C3570 G Firmware All All All All

Hardware Fujifilm Apeosport C4570 - All All All

Operating System Fujifilm Apeosport C4570 Firmware All All All All

Hardware Fujifilm Apeosport C4570 G - All All All

Operating System Fujifilm Apeosport C4570 G Firmware All All All All

Hardware Fujifilm Apeosport C5570 - All All All

Operating System Fujifilm Apeosport C5570 Firmware All All All All

Hardware Fujifilm Apeosport C5570 G - All All All

Operating System Fujifilm Apeosport C5570 G Firmware All All All All

Hardware Fujifilm Apeosport C6570 - All All All

Operating System Fujifilm Apeosport C6570 Firmware All All All All

Hardware Fujifilm Apeosport C6570 G - All All All

Operating System Fujifilm Apeosport C6570 G Firmware All All All All

Hardware Fujifilm Apeosport C7070 - All All All

Operating System Fujifilm Apeosport C7070 Firmware All All All All

Hardware Fujifilm Apeosport C7070 G - All All All

Operating System Fujifilm Apeosport C7070 G Firmware All All All All
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Operating System Fujifilm Apeosport C7070 G Firmware All All All All

Hardware Fujifilm Apeosport Print C5570 - All All All

Operating System Fujifilm Apeosport Print C5570 Firmware All All All All

Hardware Fujifilm Apeosprint C325 Dw - All All All

Operating System Fujifilm Apeosprint C325 Dw Firmware All All All All

Hardware Fujifilm Apeosprint C328 - All All All

Hardware Fujifilm Apeosprint C328 Dw - All All All

Operating System Fujifilm Apeosprint C328 Dw Firmware All All All All

Operating System Fujifilm Apeosprint C328 Firmware All All All All

Hardware Fujifilm Apeospro C650 - All All All

Operating System Fujifilm Apeospro C650 Firmware All All All All

Hardware Fujifilm Apeospro C750 - All All All

Operating System Fujifilm Apeospro C750 Firmware All All All All

Hardware Fujifilm Apeospro C810 - All All All

Operating System Fujifilm Apeospro C810 Firmware All All All All

Hardware Fujifilm Apeos C3070 - All All All

Operating System Fujifilm Apeos C3070 Firmware All All All All

Hardware Fujifilm Apeos C3070 G - All All All

Operating System Fujifilm Apeos C3070 G Firmware All All All All

Hardware Fujifilm Apeos C325 Dw - All All All

Operating System Fujifilm Apeos C325 Dw Firmware All All All All

Hardware Fujifilm Apeos C325 Z - All All All

Operating System Fujifilm Apeos C325 Z Firmware All All All All

Hardware Fujifilm Apeos C328 Df - All All All

Operating System Fujifilm Apeos C328 Df Firmware All All All All

Hardware Fujifilm Apeos C328 Dw - All All All

Operating System Fujifilm Apeos C328 Dw Firmware All All All All

Hardware Fujifilm Apeos C3570 - All All All

Operating System Fujifilm Apeos C3570 Firmware All All All All

Hardware Fujifilm Apeos C3570 G - All All All

Operating System Fujifilm Apeos C3570 G Firmware All All All All

Hardware Fujifilm Apeos C4570 - All All All

Operating System Fujifilm Apeos C4570 Firmware All All All All

Hardware Fujifilm Apeos C4570 G - All All All

Operating System Fujifilm Apeos C4570 G Firmware All All All All

Hardware Fujifilm Apeos C5570 - All All All
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Operating System Fujifilm Apeos C5570 Firmware All All All All

Hardware Fujifilm Apeos C5570 G - All All All

Operating System Fujifilm Apeos C5570 G Firmware All All All All

Hardware Fujifilm Apeos C6570 - All All All

Operating System Fujifilm Apeos C6570 Firmware All All All All

Hardware Fujifilm Apeos C6570 G - All All All

Operating System Fujifilm Apeos C6570 G Firmware All All All All

Hardware Fujifilm Apeos C6580 - All All All

Operating System Fujifilm Apeos C6580 Firmware All All All All

Hardware Fujifilm Apeos C7070 - All All All

Operating System Fujifilm Apeos C7070 Firmware All All All All
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Operating System Fujifilm Apeos C7070 G Firmware All All All All

Hardware Fujifilm Apeos C7580 - All All All

Operating System Fujifilm Apeos C7580 Firmware All All All All
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Operating System Fujifilm Apeos C8180 Firmware All All All All
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Hardware Fujifilm Docucentre-vii C7788 - All All All

Operating System Fujifilm Docucentre-vii C7788 Firmware All All All All

Hardware Fujifilm Docuprint 3205 D - All All All

Operating System Fujifilm Docuprint 3205 D Firmware All All All All

Hardware Fujifilm Docuprint 3208 D - All All All

Operating System Fujifilm Docuprint 3208 D Firmware All All All All

Hardware Fujifilm Docuprint 3505 D - All All All

Operating System Fujifilm Docuprint 3505 D Firmware All All All All

Hardware Fujifilm Docuprint 3508 D - All All All

Operating System Fujifilm Docuprint 3508 D Firmware All All All All

Hardware Fujifilm Docuprint 4405 D - All All All

Operating System Fujifilm Docuprint 4405 D Firmware All All All All

Hardware Fujifilm Docuprint 4408 D - All All All

Operating System Fujifilm Docuprint 4408 D Firmware All All All All

Hardware Fujifilm Docuprint C2555 D - All All All

Operating System Fujifilm Docuprint C2555 D Firmware All All All All

Hardware Fujifilm Docuprint C3555 D - All All All

Operating System Fujifilm Docuprint C3555 D Firmware All All All All

Hardware Fujifilm Primelink C9065 - All All All

Operating System Fujifilm Primelink C9065 Firmware All All All All

Hardware Fujifilm Primelink C9070 - All All All

Operating System Fujifilm Primelink C9070 Firmware All All All All

Application Rambus Safezone Basic Crypto Module All All All All
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Rambus

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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