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Summary

CVE CVE-2022-26352

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-17 22:15:00 UTC

Updated 2023-08-08 14:21:00 UTC

Description An issue was discovered in the ContentResource API in dotCMS 3.0 through 22.02. Attackers can craft a multipart form request to post a file whose filename is not initially sanitized. This allows directory traversal, in which the file is saved outside of the intended storage location. If anonymous content creation is enabled, this allows an unauthenticated attacker to upload an executable file, such as a .jsp file, that can lead to remote code execution.

Risk And Classification

EPSS: 0.943090000 probability, percentile 0.999470000 (date 2026-04-26)

CISA KEV: Listed on 2022-08-25; due 2022-09-15; ransomware use Known

Problem Types: NVD-CWE-Other

CISA Known Exploited Vulnerability

Vendor dotCMS

Product dotCMS

Name dotCMS Unrestricted Upload of File Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://www.dotcms.com/security/SI-62; https://nvd.nist.gov/vuln/detail/CVE-2022-26352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dotcms Dotcms All All All All

References

Reference Source Link Tags

dotCMS Shell Upload ≈ Packet Storm MISC packetstormsecurity.com

dotCMS User Group - Google Groups MISC groups.google.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2022-26352/mitre
https://cve.report/CVE-2022-26352/nist
https://cve.report/CVE-2022-26352/cve_org
https://cve.report/api/cve/CVE-2022-26352.json
https://cve.report/CVE-2022-26352.pdf
http://cve.report/vendor/dotcms
http://cve.report/software/dotcms/dotcms
http://packetstormsecurity.com/files/167365/dotCMS-Shell-Upload.html
https://groups.google.com/g/dotcms
https://www.cve.org/CVERecord?id=CVE-2022-26352
https://nvd.nist.gov/vuln/detail/CVE-2022-26352


CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov kev

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

150517 dotCMS Remote Code Execution Vulnerability (CVE-2022-26352)

730495 Dot CMS Multipart File Directory Traversal and Remote Code Execution (RCE) Vulnerability
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