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Summary

CVE CVE-2022-26353

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-16 15:15:00 UTC

Updated 2023-02-12 22:15:00 UTC

Description A flaw was found in the virtio-net device of QEMU. This flaw was inadvertently introduced with the fix for CVE-2021-3748, which forgot to unmap the cached virtqueue elements on error, leading to memory leakage and other unexpected results. Affected QEMU version: 6.2.0.

Risk And Classification

Problem Types: CWE-772

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 11.0 All All All

Application Qemu Qemu 6.2.0 All All All

References

Reference Source Link Tags

[PATCH] virtio-net: fix map leaking on error during receive MISC lists.nongnu.org

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

March 2022 QEMU Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

Debian -- Security Information -- DSA-5133-1 qemu DEBIAN www.debian.org

QEMU: Multiple Vulnerabilities (GLSA 202208-27) — Gentoo security GENTOO security.gentoo.org

virtio-net: fix map leaking on error during receive (abe300d9) · Commits · QEMU / QEMU · GitLab MISC gitlab.com

2063197 – (CVE-2022-26353) CVE-2022-26353 QEMU: virtio-net: map leaking on error during receive MISC bugzilla.redhat.com

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2022-26353/mitre
https://cve.report/CVE-2022-26353/nist
https://cve.report/CVE-2022-26353/cve_org
https://cve.report/CVE-2022-26353.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
https://lists.nongnu.org/archive/html/qemu-devel/2022-03/msg02438.html
https://access.redhat.com/errata/RHSA-2022:5821
https://security.netapp.com/advisory/ntap-20220425-0003/
https://access.redhat.com/errata/RHSA-2022:5002
https://www.debian.org/security/2022/dsa-5133
https://security.gentoo.org/glsa/202208-27
https://gitlab.com/qemu-project/qemu/-/commit/abe300d9d894f7138e1af7c8e9c88c04bfe98b37
https://bugzilla.redhat.com/show_bug.cgi?id=2063197
https://access.redhat.com/errata/RHSA-2022:5263
https://access.redhat.com/security/cve/CVE-2022-26353
https://www.cve.org/CVERecord?id=CVE-2022-26353
https://nvd.nist.gov/vuln/detail/CVE-2022-26353


No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

159862 Oracle Enterprise Linux Security Update for qemu (ELSA-2022-9432)

159880 Oracle Enterprise Linux Security Update for kvm_utils (ELSA-2022-9460)

159903 Oracle Enterprise Linux Security Update for olcne (ELSA-2022-9492)

159904 Oracle Enterprise Linux Security Update for olcne (ELSA-2022-9493)

159906 Oracle Enterprise Linux Security Update for olcne (ELSA-2022-9491)

159908 Oracle Enterprise Linux Security Update for olcne (ELSA-2022-9494)

159965 Oracle Enterprise Linux Security Update for qemu-kvm (ELSA-2022-5263)

160024 Oracle Enterprise Linux Security Update for virt:ol and virt-devel:ol (ELSA-2022-5821)

160134 Oracle Enterprise Linux Security Update for qemu-kvm (ELSA-2022-9869)

160141 Oracle Enterprise Linux Security Update for kvm_utils2 (ELSA-2022-9862)

179273 Debian Security Update for qemu (DSA 5133-1)

182271 Debian Security Update for qemu (CVE-2022-26353)

198837 Ubuntu Security Notification for QEMU Vulnerabilities (USN-5489-1)

240530 Red Hat Update for qemu-kvm (RHSA-2022:5263)

240585 Red Hat Update for virt:rhel and virt-devel:rhel security (RHSA-2022:5821)

377638 Alibaba Cloud Linux Security Update for virt:rhel and virt-devel:rhel (ALINUX3-SA-2022:0168)

710604 Gentoo Linux QEMU Multiple Vulnerabilities (GLSA 202208-27)

752288 SUSE Enterprise Linux Security Update for qemu (SUSE-SU-2022:2260-1)

901849 Common Base Linux Mariner (CBL-Mariner) Security Update for qemu (9748)

902090 Common Base Linux Mariner (CBL-Mariner) Security Update for qemu (9748-1)

940607 AlmaLinux Security Update for virt:rhel and virt-devel:rhel (ALSA-2022:5821)

940626 AlmaLinux Security Update for qemu-kvm (ALSA-2022:5263)

960299 Rocky Linux Security Update for virt:rhel and virt-devel:rhel (RLSA-2022:5821)
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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