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Summary

CVE CVE-2022-26385

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-22 20:15:00 UTC

Updated 2022-12-30 15:05:00 UTC

Description In unusual circumstances, an individual thread may outlive the thread's manager during shutdown. This could have led to a use-after-free causing a potentially exploitable crash. This vulnerability affects Firefox < 98.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

References

Reference Source Link Tags

Access Denied MISC bugzilla.mozilla.org

Security Vulnerabilities fixed in Firefox 98 — Mozilla MISC www.mozilla.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

198696 Ubuntu Security Notification for Firefox Vulnerabilities (USN-5321-1)

198704 Ubuntu Security Notification for Firefox Vulnerabilities (USN-5321-2)

376458 Mozilla Firefox Multiple Vulnerabilities (MFSA2022-10)

502690 Alpine Linux Security Update for firefox

504828 Alpine Linux Security Update for firefox

https://cve.report/
https://cve.report/CVE-2022-26385/mitre
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https://nvd.nist.gov/vuln/detail/CVE-2022-26385
http://cve.report/qid/198696
http://cve.report/qid/198704
http://cve.report/qid/376458
http://cve.report/qid/502690
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CVE.report and Source URL Uptime Status status.cve.report

504828 Alpine Linux Security Update for firefox

710582 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 202208-08)
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https://cve.report/
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