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Summary

CVE CVE-2022-26414

State PUBLIC

Assigner security@zyxel.com.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-11 13:15:00 UTC

Updated 2022-04-15 03:35:00 UTC

Description A potential buffer overflow vulnerability was identified in some internal functions of Zyxel VMG3312-T20A firmware version 5.30(ABFX.5)C0, which could be exploited by a local authenticated attacker to cause a denial of service.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Zyxel Ax7501-b0 - All All All

Operating System Zyxel Ax7501-b0 Firmware All All All All

Hardware Zyxel Dx5401-b0 - All All All

Operating System Zyxel Dx5401-b0 Firmware All All All All

Hardware Zyxel Emg3525-t50b - All All All

Operating System Zyxel Emg3525-t50b Firmware All All All All

Operating System Zyxel Emg3525-t50b Firmware All All All All

Hardware Zyxel Emg5523-t50b - All All All

Operating System Zyxel Emg5523-t50b Firmware All All All All

Operating System Zyxel Emg5523-t50b Firmware All All All All

Hardware Zyxel Emg5723-t50k - All All All

Operating System Zyxel Emg5723-t50k Firmware All All All All

Hardware Zyxel Emg6726-b10a - All All All

Operating System Zyxel Emg6726-b10a Firmware All All All All

Hardware Zyxel Ep240p - All All All

Operating System Zyxel Ep240p Firmware All All All All

Hardware Zyxel Ex3510-b0 - All All All
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Hardware Zyxel Ex3510-b0 - All All All

Operating System Zyxel Ex3510-b0 Firmware All All All All

Hardware Zyxel Ex5401-b0 - All All All

Operating System Zyxel Ex5401-b0 Firmware All All All All

Hardware Zyxel Ex5501-b0 - All All All

Operating System Zyxel Ex5501-b0 Firmware All All All All

Hardware Zyxel Pm7300-t0 - All All All

Operating System Zyxel Pm7300-t0 Firmware All All All All

Hardware Zyxel Pmg5317-t20b - All All All

Operating System Zyxel Pmg5317-t20b Firmware All All All All

Hardware Zyxel Pmg5617-t20b2 - All All All

Operating System Zyxel Pmg5617-t20b2 Firmware All All All All

Hardware Zyxel Pmg5617ga - All All All

Operating System Zyxel Pmg5617ga Firmware All All All All

Hardware Zyxel Pmg5622ga - All All All

Operating System Zyxel Pmg5622ga Firmware All All All All

Hardware Zyxel Px7501-b0 - All All All

Operating System Zyxel Px7501-b0 Firmware All All All All

Hardware Zyxel Vmg1312-t20b - All All All

Operating System Zyxel Vmg1312-t20b Firmware All All All All

Hardware Zyxel Vmg3312-t20a - All All All

Operating System Zyxel Vmg3312-t20a Firmware 5.30\(abfx.5\)c0 All All All

Hardware Zyxel Vmg3625-t50b - All All All

Operating System Zyxel Vmg3625-t50b Firmware All All All All

Hardware Zyxel Vmg3927-b50a - All All All

Operating System Zyxel Vmg3927-b50a Firmware All All All All

Hardware Zyxel Vmg3927-b50b - All All All

Operating System Zyxel Vmg3927-b50b Firmware All All All All

Hardware Zyxel Vmg3927-b60a - All All All

Operating System Zyxel Vmg3927-b60a Firmware All All All All

Hardware Zyxel Vmg3927-t50k - All All All

Operating System Zyxel Vmg3927-t50k Firmware All All All All

Hardware Zyxel Vmg4927-b50a - All All All

Operating System Zyxel Vmg4927-b50a Firmware All All All All

Hardware Zyxel Vmg8623-t50b - All All All

Operating System Zyxel Vmg8623-t50b Firmware All All All All
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Hardware Zyxel Vmg8825-b50a - All All All

Operating System Zyxel Vmg8825-b50a Firmware All All All All

Hardware Zyxel Vmg8825-b50b - All All All

Operating System Zyxel Vmg8825-b50b Firmware All All All All

Hardware Zyxel Vmg8825-b60a - All All All

Operating System Zyxel Vmg8825-b60a Firmware All All All All

Hardware Zyxel Vmg8825-b60b - All All All

Operating System Zyxel Vmg8825-b60b Firmware All All All All

Hardware Zyxel Vmg8825-t50k - All All All

Operating System Zyxel Vmg8825-t50k Firmware All All All All

Hardware Zyxel Xmg3927-b50a - All All All

Operating System Zyxel Xmg3927-b50a Firmware All All All All

Hardware Zyxel Xmg8825-b50a - All All All

Operating System Zyxel Xmg8825-b50a Firmware All All All All

References

Reference Source Link Tags

404 Error | Zyxel CONFIRM www.zyxel.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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