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Summary

CVE CVE-2022-26415

State PUBLIC

Assigner f5sirt@f5.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-05 17:15:00 UTC

Updated 2023-01-24 15:37:00 UTC

Description On F5 BIG-IP 16.1.x versions prior to 16.1.2.2, 15.1.x versions prior to 15.1.5.1, 14.1.x versions prior to 14.1.4.6, 13.1.x versions prior to 13.1.5, and all versions of 12.1.x, when running in Appliance mode, an authenticated user assigned the Administrator role may be able to bypass Appliance mode restrictions, utilizing an undisclosed iControl REST endpoint. Note: Software versions which have reached End of Technical Support (EoTS) are not evaluated

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F5 Big-ip Access Policy Manager All All All All

Application F5 Big-ip Access Policy Manager 12.1.0 All All All

Application F5 Big-ip Access Policy Manager 12.1.1 All All All

Application F5 Big-ip Access Policy Manager 12.1.2 All All All

Application F5 Big-ip Access Policy Manager 12.1.3 All All All

Application F5 Big-ip Access Policy Manager 12.1.4 All All All

Application F5 Big-ip Access Policy Manager 12.1.5 All All All

Application F5 Big-ip Access Policy Manager 12.1.6 All All All

Application F5 Big-ip Access Policy Manager 13.1.0 All All All

Application F5 Big-ip Access Policy Manager 13.1.1 All All All

Application F5 Big-ip Access Policy Manager 13.1.3 All All All

Application F5 Big-ip Access Policy Manager 13.1.4 All All All

Application F5 Big-ip Access Policy Manager 13.1.5 All All All

Application F5 Big-ip Access Policy Manager 14.1.0 All All All

Application F5 Big-ip Access Policy Manager 14.1.2 All All All

Application F5 Big-ip Access Policy Manager 14.1.3 All All All

Application F5 Big-ip Access Policy Manager 14.1.4 All All All
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Application F5 Big-ip Access Policy Manager 14.1.4 All All All

Application F5 Big-ip Access Policy Manager 15.1.0 All All All

Application F5 Big-ip Access Policy Manager 15.1.1 All All All

Application F5 Big-ip Access Policy Manager 15.1.2 All All All

Application F5 Big-ip Access Policy Manager 15.1.3 All All All

Application F5 Big-ip Access Policy Manager 15.1.4 All All All

Application F5 Big-ip Access Policy Manager 15.1.5 All All All

Application F5 Big-ip Access Policy Manager 16.1.0 All All All

Application F5 Big-ip Access Policy Manager 16.1.1 All All All

Application F5 Big-ip Access Policy Manager 16.1.2 All All All

Application F5 Big-ip Access Policy Manager All All All All

Application F5 Big-ip Advanced Firewall Manager All All All All

Application F5 Big-ip Advanced Firewall Manager 12.1.0 All All All

Application F5 Big-ip Advanced Firewall Manager 12.1.1 All All All

Application F5 Big-ip Advanced Firewall Manager 12.1.2 All All All

Application F5 Big-ip Advanced Firewall Manager 12.1.3 All All All

Application F5 Big-ip Advanced Firewall Manager 12.1.4 All All All

Application F5 Big-ip Advanced Firewall Manager 12.1.5 All All All

Application F5 Big-ip Advanced Firewall Manager 12.1.6 All All All

Application F5 Big-ip Advanced Firewall Manager 13.1.0 All All All

Application F5 Big-ip Advanced Firewall Manager 13.1.1 All All All

Application F5 Big-ip Advanced Firewall Manager 13.1.3 All All All

Application F5 Big-ip Advanced Firewall Manager 13.1.4 All All All

Application F5 Big-ip Advanced Firewall Manager 13.1.5 All All All

Application F5 Big-ip Advanced Firewall Manager 14.1.0 All All All

Application F5 Big-ip Advanced Firewall Manager 14.1.2 All All All

Application F5 Big-ip Advanced Firewall Manager 14.1.3 All All All

Application F5 Big-ip Advanced Firewall Manager 14.1.4 All All All

Application F5 Big-ip Advanced Firewall Manager 15.1.0 All All All

Application F5 Big-ip Advanced Firewall Manager 15.1.1 All All All

Application F5 Big-ip Advanced Firewall Manager 15.1.2 All All All

Application F5 Big-ip Advanced Firewall Manager 15.1.3 All All All

Application F5 Big-ip Advanced Firewall Manager 15.1.4 All All All

Application F5 Big-ip Advanced Firewall Manager 15.1.5 All All All

Application F5 Big-ip Advanced Firewall Manager 16.1.0 All All All

Application F5 Big-ip Advanced Firewall Manager 16.1.1 All All All
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Application F5 Big-ip Advanced Firewall Manager 16.1.2 All All All

Application F5 Big-ip Advanced Firewall Manager All All All All

Application F5 Big-ip Analytics All All All All

Application F5 Big-ip Analytics 12.1.0 All All All

Application F5 Big-ip Analytics 12.1.1 All All All

Application F5 Big-ip Analytics 12.1.2 All All All

Application F5 Big-ip Analytics 12.1.3 All All All

Application F5 Big-ip Analytics 12.1.4 All All All

Application F5 Big-ip Analytics 12.1.5 All All All

Application F5 Big-ip Analytics 12.1.6 All All All

Application F5 Big-ip Analytics 13.1.0 All All All

Application F5 Big-ip Analytics 13.1.1 All All All

Application F5 Big-ip Analytics 13.1.3 All All All

Application F5 Big-ip Analytics 13.1.4 All All All

Application F5 Big-ip Analytics 13.1.5 All All All

Application F5 Big-ip Analytics 14.1.0 All All All

Application F5 Big-ip Analytics 14.1.2 All All All

Application F5 Big-ip Analytics 14.1.3 All All All

Application F5 Big-ip Analytics 14.1.4 All All All

Application F5 Big-ip Analytics 15.1.0 All All All

Application F5 Big-ip Analytics 15.1.1 All All All

Application F5 Big-ip Analytics 15.1.2 All All All

Application F5 Big-ip Analytics 15.1.3 All All All

Application F5 Big-ip Analytics 15.1.4 All All All

Application F5 Big-ip Analytics 15.1.5 All All All

Application F5 Big-ip Analytics 16.1.0 All All All

Application F5 Big-ip Analytics 16.1.1 All All All

Application F5 Big-ip Analytics 16.1.2 All All All

Application F5 Big-ip Analytics All All All All

Application F5 Big-ip Application Acceleration Manager All All All All

Application F5 Big-ip Application Acceleration Manager 12.1.0 All All All

Application F5 Big-ip Application Acceleration Manager 12.1.1 All All All

Application F5 Big-ip Application Acceleration Manager 12.1.2 All All All

Application F5 Big-ip Application Acceleration Manager 12.1.3 All All All

Application F5 Big-ip Application Acceleration Manager 12.1.4 All All All

Application F5 Big-ip Application Acceleration Manager 12.1.5 All All All
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Application F5 Big-ip Application Acceleration Manager 12.1.5 All All All

Application F5 Big-ip Application Acceleration Manager 12.1.6 All All All

Application F5 Big-ip Application Acceleration Manager 13.1.0 All All All

Application F5 Big-ip Application Acceleration Manager 13.1.1 All All All

Application F5 Big-ip Application Acceleration Manager 13.1.3 All All All

Application F5 Big-ip Application Acceleration Manager 13.1.4 All All All

Application F5 Big-ip Application Acceleration Manager 13.1.5 All All All

Application F5 Big-ip Application Acceleration Manager 14.1.0 All All All

Application F5 Big-ip Application Acceleration Manager 14.1.2 All All All

Application F5 Big-ip Application Acceleration Manager 14.1.3 All All All

Application F5 Big-ip Application Acceleration Manager 14.1.4 All All All

Application F5 Big-ip Application Acceleration Manager 15.1.0 All All All

Application F5 Big-ip Application Acceleration Manager 15.1.1 All All All

Application F5 Big-ip Application Acceleration Manager 15.1.2 All All All

Application F5 Big-ip Application Acceleration Manager 15.1.3 All All All

Application F5 Big-ip Application Acceleration Manager 15.1.4 All All All

Application F5 Big-ip Application Acceleration Manager 15.1.5 All All All

Application F5 Big-ip Application Acceleration Manager 16.1.0 All All All

Application F5 Big-ip Application Acceleration Manager 16.1.1 All All All

Application F5 Big-ip Application Acceleration Manager 16.1.2 All All All

Application F5 Big-ip Application Acceleration Manager All All All All

Application F5 Big-ip Application Security Manager All All All All

Application F5 Big-ip Application Security Manager 12.1.0 All All All

Application F5 Big-ip Application Security Manager 12.1.1 All All All

Application F5 Big-ip Application Security Manager 12.1.2 All All All

Application F5 Big-ip Application Security Manager 12.1.3 All All All

Application F5 Big-ip Application Security Manager 12.1.4 All All All

Application F5 Big-ip Application Security Manager 12.1.5 All All All

Application F5 Big-ip Application Security Manager 12.1.6 All All All

Application F5 Big-ip Application Security Manager 13.1.0 All All All

Application F5 Big-ip Application Security Manager 13.1.1 All All All

Application F5 Big-ip Application Security Manager 13.1.3 All All All

Application F5 Big-ip Application Security Manager 13.1.4 All All All

Application F5 Big-ip Application Security Manager 13.1.5 All All All

Application F5 Big-ip Application Security Manager 14.1.0 All All All

Application F5 Big-ip Application Security Manager 14.1.2 All All All
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Application F5 Big-ip Application Security Manager 14.1.3 All All All

Application F5 Big-ip Application Security Manager 14.1.4 All All All

Application F5 Big-ip Application Security Manager 15.1.0 All All All

Application F5 Big-ip Application Security Manager 15.1.1 All All All

Application F5 Big-ip Application Security Manager 15.1.2 All All All

Application F5 Big-ip Application Security Manager 15.1.3 All All All

Application F5 Big-ip Application Security Manager 15.1.4 All All All

Application F5 Big-ip Application Security Manager 15.1.5 All All All

Application F5 Big-ip Application Security Manager 16.1.0 All All All

Application F5 Big-ip Application Security Manager 16.1.1 All All All

Application F5 Big-ip Application Security Manager 16.1.2 All All All

Application F5 Big-ip Application Security Manager All All All All

Application F5 Big-ip Domain Name System All All All All

Application F5 Big-ip Domain Name System 12.1.0 All All All

Application F5 Big-ip Domain Name System 12.1.1 All All All

Application F5 Big-ip Domain Name System 12.1.2 All All All

Application F5 Big-ip Domain Name System 12.1.3 All All All

Application F5 Big-ip Domain Name System 12.1.4 All All All

Application F5 Big-ip Domain Name System 12.1.5 All All All

Application F5 Big-ip Domain Name System 12.1.6 All All All

Application F5 Big-ip Domain Name System 13.1.0 All All All

Application F5 Big-ip Domain Name System 13.1.1 All All All

Application F5 Big-ip Domain Name System 13.1.3 All All All

Application F5 Big-ip Domain Name System 13.1.4 All All All

Application F5 Big-ip Domain Name System 13.1.5 All All All

Application F5 Big-ip Domain Name System 14.1.0 All All All

Application F5 Big-ip Domain Name System 14.1.2 All All All

Application F5 Big-ip Domain Name System 14.1.3 All All All

Application F5 Big-ip Domain Name System 14.1.4 All All All

Application F5 Big-ip Domain Name System 15.1.0 All All All

Application F5 Big-ip Domain Name System 15.1.1 All All All

Application F5 Big-ip Domain Name System 15.1.2 All All All

Application F5 Big-ip Domain Name System 15.1.3 All All All

Application F5 Big-ip Domain Name System 15.1.4 All All All

Application F5 Big-ip Domain Name System 15.1.5 All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: F5 acknowledges Long Tran Hoang of VSEC for bringing this issue to our attention
and following the highest standards of coordinated disclosure.
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