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CVE CVE-2022-26491
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-02 14:15:00 UTC
Updated 2022-06-09 19:01:00 UTC
Description An issue was discovered in Pidgin before 2.14.9. A remote attacker who can spoof DNS responses can redirect a client cor
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Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 9.0 All All All

Application Pidgin Pidgin All All All All

Reference Sourct
HGKeeper MISC
FullChangeLog — Pidgin MISC
cve-2022-26491-00 :: Pidgin, the universal chat client MISC

Remove _xmppconnect DNS method from XEP-0156 and add warnings by moparisthebest - Pull Request #1158 - xsf/xeps - GitHub ~ MISC

[SECURITY] [DLA 3043-1] pidgin security update MLIST
[Standards] XEP-0156 _xmppconnect is vulnerable to MITM MISC
CVE Program record CVE.C
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2022-26491/mitre
https://cve.report/CVE-2022-26491/nist
https://cve.report/CVE-2022-26491/cve_org
https://cve.report/api/cve/CVE-2022-26491.json
https://cve.report/CVE-2022-26491.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/pidgin
http://cve.report/software/pidgin/pidgin
https://keep.imfreedom.org/pidgin/pidgin/rev/13cdb7956bdc
https://developer.pidgin.im/wiki/FullChangeLog
https://pidgin.im/about/security/advisories/cve-2022-26491/
https://github.com/xsf/xeps/pull/1158
https://lists.debian.org/debian-lts-announce/2022/06/msg00005.html
https://mail.jabber.org/pipermail/standards/2022-February/038759.html
https://www.cve.org/CVERecord?id=CVE-2022-26491
https://nvd.nist.gov/vuln/detail/CVE-2022-26491

179355 Debian Security Update for pidgin (DLA 3043-1)

182377 Debian Security Update for pidgin (CVE-2022-26491)

282735 Fedora Security Update for pidgin (FEDORA-2022-52777fea3c)

282736 Fedora Security Update for pidgin (FEDORA-2022-4759ca6476)

282737 Fedora Security Update for pidgin (FEDORA-2022-4490dce823)

355575 Amazon Linux Security Advisory for pidgin : ALAS2-2023-2115

502334 Alpine Linux Security Update for pidgin

672015 EulerOS Security Update for pidgin (EulerOS-SA-2022-2230)

672042 EulerOS Security Update for pidgin (EulerOS-SA-2022-2277)

752136 SUSE Enterprise Linux Security Update for pidgin (SUSE-SU-2022:1664-1)

753096 SUSE Enterprise Linux Security Update for pidgin (SUSE-SU-2022:1693-1)

753466 SUSE Enterprise Linux Security Update for pidgin (SUSE-SU-2022:1665-1)
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