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CVE-2022-26501

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2022-03-17 21:15:00 UTC

2023-08-08 14:21:00 UTC

Veeam Backup & Replication 10.x and 11.x has Incorrect Access Control (issue 1 of 2).

" Risk And Classification

EPSS: 0.667310000 probability, percentile 0.985520000 (date 2026-04-23)
CISA KEV: Listed on 2022-12-13; due 2023-01-03; ransomware use Known
Problem Types: CWE-306

CISA Known Exploited Vulnerability

Vendor

Product

Name

Required Action

Notes

Veeam

Backup & Replication

Veeam Backup & Replication Remote Code Execution Vulnerability
Apply updates per vendor instructions.

https://www.veeam.com/kb4288; https://nvd.nist.gov/vuln/detail/CVE-2022-26501

| NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application

Application

Vendor

Veeam

Veeam

Veeam

Veeam

Veeam

Veeam

Veeam

Product Version Update Edition Language
Backup Replication All All All All
Backup Replication 10.0.1.4854 - All All
Backup Replication 10.0.1.4854 p20201202 All All
Backup Replication 10.0.1.4854 p20210609 All All
Backup Replication 10.0.1.4854 p20220304 All All
Backup Replication 11.0.1.1261 - All All
Backup Replication 11.0.1.1261 p20211123 All All


https://cve.report/
https://cve.report/CVE-2022-26501/mitre
https://cve.report/CVE-2022-26501/nist
https://cve.report/CVE-2022-26501/cve_org
https://cve.report/api/cve/CVE-2022-26501.json
https://cve.report/CVE-2022-26501.pdf
http://cve.report/vendor/veeam
http://cve.report/software/veeam/backup__replication
http://cve.report/vendor/veeam
http://cve.report/software/veeam/backup__replication
http://cve.report/vendor/veeam
http://cve.report/software/veeam/backup__replication
http://cve.report/vendor/veeam
http://cve.report/software/veeam/backup__replication
http://cve.report/vendor/veeam
http://cve.report/software/veeam/backup__replication
http://cve.report/vendor/veeam
http://cve.report/software/veeam/backup__replication
http://cve.report/vendor/veeam
http://cve.report/software/veeam/backup__replication

Application Veeam Backup Replication 11.0.1.1261 p20211211 All All

Application Veeam Backup Replication 11.0.1.1261 p20220302 All All
Reference Source Link Tags

Veeam Software - Accelerate Your Data Protection Strategy MISC veeam.com

KB4288: CVE-2022-26500 | CVE-2022-26501 MISC www.veeam.com

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
CISA Known Exploited Vulnerabilities catalog CISA WWW.Cisa.gov kev

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

376479 Veeam Backup and Replication Remote Code Execution (RCE) Vulnerability
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