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Summary

CVE CVE-2022-26504

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-17 21:15:00 UTC

Updated 2022-03-24 19:13:00 UTC

Description Improper authentication in Veeam Backup & Replication 9.5U3, 9.5U4,10.x and 11.x component used for Microsoft System Center Virtual Machine Manager (SCVMM) allows attackers execute arbitrary code via Veeam.Backup.PSManager.exe

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Veeam Backup Replication All All All All

Application Veeam Backup Replication 10.0.1.4854 - All All

Application Veeam Backup Replication 10.0.1.4854 p20201202 All All

Application Veeam Backup Replication 10.0.1.4854 p20210609 All All

Application Veeam Backup Replication 10.0.1.4854 p20220304 All All

Application Veeam Backup Replication 11.0.1.1261 - All All

Application Veeam Backup Replication 11.0.1.1261 p20211123 All All

Application Veeam Backup Replication 11.0.1.1261 p20211211 All All

Application Veeam Backup Replication 11.0.1.1261 p20220302 All All

Application Veeam Backup Replication 9.5.0.1536 All All All

Application Veeam Backup Replication 9.5.4.2615 All All All

References
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KB4290: CVE-2022-26504 MISC www.veeam.com

Veeam Software - Accelerate Your Data Protection Strategy MISC veeam.com

CVE Program record CVE.ORG www.cve.org canonical
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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