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Summary

CVE CVE-2022-26507

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-14 13:15:00 UTC

Updated 2023-11-07 03:45:00 UTC

Description ** UNSUPPORTED WHEN ASSIGNED ** A heap-based buffer overflow exists in XML Decompression DecodeTreeBlock in AT&T Labs Xmill 0.7. A crafted input file can lead to remote code execution. This is not the same as any of: CVE-2021-21810, CVE-2021-21811, CVE-2021-21812, CVE-2021-21815, CVE-2021-21825, CVE-2021-21826, CVE-2021-21828, CVE-2021-21829, or CVE-2021-21830. NOTE: This vulnerability only affects products that are no longer supported by the maintainer.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Att Xmill 0.7 All All All

Application Schneider-electric Ecostruxure Control Expert All All All All

Application Schneider-electric Ecostruxure Control Expert 15.1 - All All

Application Schneider-electric Ecostruxure Process Expert All All All All

Application Schneider-electric Remoteconnect - All All All

Hardware Schneider-electric Scadapack 470 - All All All

Hardware Schneider-electric Scadapack 474 - All All All

Hardware Schneider-electric Scadapack 570 - All All All

Hardware Schneider-electric Scadapack 574 - All All All

Hardware Schneider-electric Scadapack 575 - All All All

References

Reference Source Link Tags

Claroty: The Industrial Cybersecurity Company MISC Claroty.com

download.schneider-electric.com/files MISC download.schneider-electric.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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