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Summary

CVE CVE-2022-26520

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-10 17:47:00 UTC

Updated 2023-11-07 03:45:00 UTC

Description ** DISPUTED ** In pgjdbc before 42.3.3, an attacker (who controls the jdbc URL or properties) can call java.util.logging.FileHandler to write to arbitrary files through the loggerFile and loggerLevel connection properties. An example situation is that an attacker could create an executable JSP file under a Tomcat web root. NOTE: the vendor's position is that there is no pgjdbc vulnerability; instead, it is a vulnerability for any application to use the pgjdbc driver with untrusted connection properties.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Application Postgresql Pgjdbc All All All All

Application Postgresql Pgjdbc All All All All

Application Postgresql Postgresql Jdbc Driver All All All All

Application Postgresql Postgresql Jdbc Driver All All All All

References

Reference Source Link Tags

Arbitrary File Write Vulnerability · Advisory · pgjdbc/pgjdbc · GitHub MISC github.com

Debian -- Security Information -- DSA-5196-1 libpgjava DEBIAN www.debian.org

PostgreSQL JDBC Changelog MISC jdbc.postgresql.org

Tomcat setup MISC jdbc.postgresql.org

fix javadocs by davecramer · Pull Request #2454 · pgjdbc/pgjdbc · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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