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Summary

CVE CVE-2022-26526

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-17 16:15:00 UTC

Updated 2023-08-08 14:21:00 UTC

Description Anaconda Anaconda3 (Anaconda Distribution) through 2021.11.0.0 and Miniconda3 through 4.11.0.0 can create a world-writable directory under %PROGRAMDATA% and place that directory into the system PATH environment variable. Thus, for example, local users can gain privileges by placing a Trojan horse file into that directory. (This problem can only happen in a non-default installation. The person who installs the product must specify that it is being installed for all users. Also, the person who installs the product must specify that the system PATH should be changed.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Anaconda Anaconda3 All All All All

Application Conda Miniconda3 All All All All

Application Conda Miniconda3 All All All All

References

Reference Source Link Tags

Issues · ContinuumIO/anaconda-issues · GitHub MISC github.com

Privilege escalation vulnerability in Anaconda3 and Miniconda3 — — Improsec | improving security MISC improsec.com

Index of / MISC repo.anaconda.com

Miniconda — Conda documentation MISC docs.conda.io

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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