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CVE-2022-2653 - advisory for 5dff7cf9-8bb2-4167-a02d-b94db5009d70

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

avssannvnncurrumsucaiuan — Gertain versions of Planka from Planka contain the following
: vulnerability:

With this vulnerability an attacker can read many sensitive files like
configuration files, or the /proc/self/environ file, that contains the
environment variable used by the web server that includes database
credentials. If the web server user is root, an attacker will be able to
read any file in the system.

CVE-2022-2653 has been assigned by [E§ security@huntr.dev to track the vulnerability - currently rated as severity.

Affected Vendor/Software: g§ plankanban - plankanban/planka version < 1.5.1

CVSSS3 Score: 6.5- MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ HIGH | [ NONE | [ NONE |
CVE References

Description Tags Link

fix: Fix path traversal ) MIsC

vulnerability - github.com/plankanban/planka/commit/ac1df5201dfdaf68d37f7e1b272bc137870d
plankanban/planka@ac1df52

- GitHub

huntr — Security Bounties for E3 CONFIRM huntr.dev/bounties/5dff7cf9-8bb2-4167-a02d-b94db5009d70

any GitHub repository

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

M\IErannrt Anac nnt andarca anvu anmmarnial nradiinte that mav ha mantinnad nn thaea citae Dlaaca addrace nrmmmante ahainit anu linkad nanaoc tn


https://cve.report/
https://cve.report/CVE-2022-2653/mitre
https://cve.report/CVE-2022-2653/nist
https://cve.report/CVE-2022-2653/cve_org
https://cve.report/CVE-2022-2653.pdf
http://cve.report/software/planka/planka
http://cve.report/vendor/planka
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/plankanban/planka/commit/ac1df5201dfdaf68d37f7e1b272bc137870d7418
https://huntr.dev/bounties/5dff7cf9-8bb2-4f67-a02d-b94db5009d70
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Planka Planka All All All All
cpe:2.3:a:planka:planka:*:*:*:*:*:**:*:
No vendor comments have been submitted for this CVE
Social Mentions
Source Title Posted (UTC)
@CVEreport CVE-2022-2653 : With this vulnerability an attacker can read many sensitive files like 2022-08-04
configuration files, or the... twitter.com/i/web/status/1... 09:39:38
@threatmeter CVE-2022-2653 With this vulnerability an attacker can read many sensitive files like 2022-08-05
configuration files, or the /p... twitter.com/i/web/status/1... 07:09:45
(CVE-2022-2653): Path Traversal in plankanban/planka. huntr.dev/bounties/5dff7... Disclosed 2022-08-07
@OpenSourceHacks by... twitter.com/i/web/status/1... 09:34:57
@CVEtrends Top 3 trending CVEs on Twitter Past 24 hrs: CVE-2022-29582: 203.6K (audience size) CVE- 2022-08-07
2022-2653: 74.6K CVE-2022-3... twitter.com/i/web/status/1... 13:00:03
@ColorTokensinc  Emerging Vulnerability Found CVE-2022-2653 - With this vulnerability an attacker can read 2022-08-10
many sensitive files like... twitter.com/i/web/status/1... 14:12:15
@ /rinetcve CVE-2022-2653 2022-08-04
10:38:12
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