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Summary

CVE CVE-2022-26662

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-10 17:47:00 UTC

Updated 2022-03-18 15:07:00 UTC

Description An XML Entity Expansion (XEE) issue was discovered in Tryton Application Platform (Server) 5.x through 5.0.45, 6.x through 6.0.15, and 6.1.x and 6.2.x through 6.2.5, and Tryton Application Platform (Command Line Client (proteus)) 5.x through 5.0.11, 6.x through 6.0.4, and 6.1.x and 6.2.x through 6.2.1. An unauthenticated user can send a crafted XML-RPC message to consume all the resources of the server.

Risk And Classification

Problem Types: CWE-776

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Tryton Proteus All All All All

Application Tryton Trytond All All All All

References

Reference

[SECURITY] [DLA 2946-1] tryton-proteus security update

[SECURITY] [DLA 2945-1] tryton-server security update

Debian -- Security Information -- DSA-5098-1 tryton-server

Security Release for issue11219 and issue11244 - News - Tryton Discussion

Issue 11244: A non authenticated user can cause a denial of service with a single request using an xml bomb attack on xmlrpc - Tryton issue tracker

Debian -- Security Information -- DSA-5099-1 tryton-proteus
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No vendor comments have been submitted for this CVE.
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179147 Debian Security Update for tryton-proteus (DSA 5099-1)
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