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A logic issue was addressed with improved state management. This issue is fixed in Security Update 2022-003 Catalina, m
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Risk And Classification

Problem Types: CWE-697

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Apple Cups All All All All
Apple Macos All All All All
Apple Mac Os X All All All All
Apple Mac Os X 10.15.7 - All All
Apple Mac Os X 10.15.7 security_update_2020 All All
Apple Mac Os X 10.15.7 security_update_2020-001 All All
Apple Mac Os X 10.15.7 security_update_2020-005 All All
Apple Mac Os X 10.15.7 security_update_2020-007 All All
Apple Mac Os X 10.15.7 security_update_2021-001 All All
Apple Mac Os X 10.15.7 security_update_2021-002 All All
Apple Mac Os X 10.15.7 security_update_2021-003 All All
Apple Mac Os X 10.15.7 security_update_2021-006 All All
Apple Mac Os X 10.15.7 security_update_2021-007 All All
Apple Mac Os X 10.15.7 security_update_2021-008 All All
Apple Mac Os X 10.15.7 security_update_2022-001 All All
Apple Mac Os X 10.15.7 security_update_2022-002 All All

Apple Mac Os X 10.15.7 supplemental update All All
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Operating System Debian Debian Linux 10.0 All
Operating System Debian Debian Linux 11.0 All
Operating System Debian Debian Linux 9.0 All
Operating System Fedoraproject Fedora 35 All
Operating System Fedoraproject Fedora 36 All
Application Openprinting Cups All All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

About the security content of Security Update 2022-003 Catalina - Apple Support

[SECURITY] Fedora 36 Update: cups-2.4.2-1.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 3029-1] cups security update

About the security content of macOS Monterey 12.3 - Apple Support

About the security content of macOS Big Sur 11.6.5 - Apple Support
Vulnerability-Disclosures/MNDT-2022-0026.md at master - mandiant/Vulnerability-Disclosures - GitHub
Debian -- Security Information -- DSA-5149-1 cups

[SECURITY] Fedora 35 Update: cups-2.3.30p2-18.fc35 - package-announce - Fedora Mailing-Lists
scheduler/cert.c: Fix string comparison (fixes CVE-2022-26691) - OpenPrinting/cups@de4f8c1 - GitHub
[SECURITY] Fedora 36 Update: cups-2.4.2-1.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 35 Update: cups-2.3.30p2-18.fc35 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.

Link
support.apple.com
lists.fedoraproject.org
lists.debian.org
support.apple.com
support.apple.com
github.com
www.debian.org
lists.fedoraproject.org
github.com
lists.fedoraproject.org
lists.fedoraproject.org

WWW.CVe.org

nvd.nist.gov

| Legacy QID Mappings

159909 Oracle Enterprise Linux Security Update for cups (ELSA-2022-5056)

159926 Oracle Enterprise Linux Security Update for cups (ELSA-2022-4990)

179323 Debian Security Update for cups (DSA 5149-1)

179324 Debian Security Update for cups (DLA 3029-1)

182117 Debian Security Update for cups (CVE-2022-26691)

198810 Ubuntu Security Notification for CUPS Vulnerabilities (USN-5454-1)

240460 Red Hat Update for cups (RHSA-2022:4990)

2ANAR7 Rad Hat | Indata far riine (RHQA_2ND22-ENRR)
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/KQ6TD7F3VRITPEHFDHZHK7MU6FEBMZ5U/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/YQRIT4H75XV6M42K7ZTARWZ7YLLYQHPO/
https://www.cve.org/CVERecord?id=CVE-2022-26691
https://nvd.nist.gov/vuln/detail/CVE-2022-26691
http://cve.report/qid/159909
http://cve.report/qid/159926
http://cve.report/qid/179323
http://cve.report/qid/179324
http://cve.report/qid/182117
http://cve.report/qid/198810
http://cve.report/qid/240460
http://cve.report/qid/240467

LTUTU 1 IUU 1 IUL UPUULY TV VU 1IN VeIV

240470 Red Hat Update for cups (RHSA-2022:5057)

240479 Red Hat Update for cups (RHSA-2022:5056)

282800 Fedora Security Update for cups (FEDORA-2022-09a89bc265)

282824 Fedora Security Update for cups (FEDORA-2022-39e057bc6d)

296083 Oracle Solaris 11.4 Support Repository Update (SRU) 49.126.2 Missing (CPUOCT2022)

354339 Amazon Linux Security Advisory for cups : ALAS2022-2022-108

354502 Amazon Linux Security Advisory for cups : ALAS2022-2022-203

355239 Amazon Linux Security Advisory for cups : ALAS2023-2023-073

377156 Alibaba Cloud Linux Security Update for cups (ALINUX3-SA-2022:0154)

5013983 Alpine Linux Security Update for cups

501737 Alpine Linux Security Update for cups

5019583 Alpine Linux Security Update for cups

502211 Alpine Linux Security Update for cups

503885 Alpine Linux Security Update for cups

672063 EulerOS Security Update for cups (EulerOS-SA-2022-2216)

672106 EulerOS Security Update for cups (EulerOS-SA-2022-2309)

672147 EulerOS Security Update for cups (EulerOS-SA-2022-2412)

672170 EulerOS Security Update for cups (EulerOS-SA-2022-2425)

710864 Gentoo Linux CUPS Multiple Vulnerabilities (GLSA 202402-17)

752180 SUSE Enterprise Linux Security Update for cups (SUSE-SU-2022:1861-1)

960149 Rocky Linux Security Update for cups (RLSA-2022:5056)

960641 Rocky Linux Security Update for cups (RLSA-2022:4990)
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