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Summary

CVE CVE-2022-26779

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-15 16:15:00 UTC

Updated 2022-03-22 16:09:00 UTC

Description Apache CloudStack prior to 4.16.1.0 used insecure random number generation for project invitation tokens. If a project invite is created based only on an email address, a random token is generated. An attacker with knowledge of the project ID and the fact that the invite is sent, could generate time deterministic tokens and brute force attempt to use them prior to the legitimate receiver accepting the invite. This feature is not enabled by default, the attacker is required to know or guess the project ID for the invite in addition to the invitation token, and the attacker would need to be an existing authorized user of CloudStack.

Risk And Classification

Problem Types: CWE-338

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Cloudstack All All All All

References

Reference

oss-security - CVE-2022-26779: Apache Cloudstack insecure random number generation affects project email invitation

lists.apache.org/thread/dmm07b1cyosovqr12ddhkko501p11h2h

apache/cloudstack: Privileged escalation due to Predictable Seed in Pseudo-Random Number Generator (PRNG) and Use of Insufficiently Random Values · Advisory · JLLeitschuh/security-research · GitHub

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Discovery Credit

LEGACY: This issue was reported by Jonathan Leitschuh

There are currently no legacy QID mappings associated with this CVE.
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