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Summary

CVE CVE-2022-26871

State PUBLIC

Assigner security@trendmicro.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-29 21:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description An arbitrary file upload vulnerability in Trend Micro Apex Central could allow an unauthenticated remote attacker to upload an arbitrary file which could lead to remote code execution.

Risk And Classification

EPSS: 0.194400000 probability, percentile 0.954050000 (date 2026-04-28)

CISA KEV: Listed on 2022-03-31; due 2022-04-21; ransomware use Unknown

Problem Types: CWE-345

CISA Known Exploited Vulnerability

Vendor Trend Micro

Product Apex Central

Name Trend Micro Apex Central Arbitrary File Upload Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2022-26871

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trendmicro Apex Central 2019 - All All

Application Trendmicro Apex One - All All All

References

Reference

Q&A | Trend Micro Business Support

サポート情報 : トレンドマイクロ

https://cve.report/
https://cve.report/CVE-2022-26871/mitre
https://cve.report/CVE-2022-26871/nist
https://cve.report/CVE-2022-26871/cve_org
https://cve.report/api/cve/CVE-2022-26871.json
https://cve.report/CVE-2022-26871.pdf
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/apex_central
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/apex_one
https://success.trendmicro.com/jp/solution/000290660
https://appweb.trendmicro.com/supportNews/NewsDetail.aspx?id=4435


JVNVU#99107357: Trend Micro Apex CentralおよびTrend Micro Apex Central as a Serviceにおけるファイルコンテンツの検証不備の脆弱性

DCX

www.jpcert.or.jp/english/at/2022/at220008.html

CVE Program record

NVD vulnerability detail

CISA Known Exploited Vulnerabilities catalog

No vendor comments have been submitted for this CVE.
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