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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2022-26873

PUBLIC

cert@cert.org

CVE Program / NVD first with legacy fallback
2022-09-20 18:15:00 UTC

2022-09-26 13:49:00 UTC

A potential attacker can execute an arbitrary code at the time of the PEI phase and influence the subsequent boot stages. 1

| 1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Hardware
Operating System
Hardware

Operating System

Vendor Product Version Update Edition Language
Ami Aptio V 5.0 All All All
Intel Nuc M15 Laptop Kit Lapbc510 - All All All
Intel Nuc M15 Laptop Kit Lapbc510 Firmware - All All All
Intel Nuc M15 Laptop Kit Lapbc710 - All All All
Intel Nuc M15 Laptop Kit Lapbc710 Firmware - All All All

References

Reference

INTEL-SA-00712

/

[BRLY-2022-027] The stack buffer overflow vulnerability leads to arbitrary code execution during PEI phase on Intel platform.  MISC

Source L

MISC

<

<=

AMI Firmware Security Team MISC v
CVE Program record CVE.ORG v
NVD vulnerability detail NVD n

Vendor Comments And Credit

Discovery Credit
LEGACY: Binarly efiXplorer team


https://cve.report/
https://cve.report/CVE-2022-26873/mitre
https://cve.report/CVE-2022-26873/nist
https://cve.report/CVE-2022-26873/cve_org
https://cve.report/CVE-2022-26873.pdf
http://cve.report/vendor/ami
http://cve.report/software/ami/aptio_v
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_m15_laptop_kit_lapbc510
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_m15_laptop_kit_lapbc510_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_m15_laptop_kit_lapbc710
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_m15_laptop_kit_lapbc710_firmware
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00712.html
https://www.binarly.io/advisories/BRLY-2022-027
https://www.ami.com/security-center/
https://www.cve.org/CVERecord?id=CVE-2022-26873
https://nvd.nist.gov/vuln/detail/CVE-2022-26873

There are currently no legacy QID mappings associated with this CVE.
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