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Summary

CVE CVE-2022-27114

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-09 17:15:00 UTC

Updated 2022-05-17 16:33:00 UTC

Description There is a vulnerability in htmldoc 1.9.16. In image_load_jpeg function image.cxx when it calls malloc,'img->width' and 'img->height' they are large enough to cause an integer overflow. So, the malloc function may return a heap blosmaller than the expected size, and it will cause a buffer overflow/Address boundary error in the jpeg_read_scanlines function.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Application Htmldoc Project Htmldoc 1.9.16 All All All

References

Reference Source Link

[SECURITY] [DLA 3004-1] htmldoc security update MLIST lists.debian.org

Two Integer Overflow bugs in image.cxx · Issue #471 · michaelrsweet/htmldoc · GitHub MISC github.com

Fix a potential integer overflow bug in the JPEG and PNG loaders (Iss… · michaelrsweet/htmldoc@31f7804 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

179280 Debian Security Update for htmldoc (DLA 3004-1)

180858 Debian Security Update for htmldoc (CVE-2022-27114)
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