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CVE CVE-2022-27152
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-08 18:15:00 UTC
Updated 2023-08-29 22:15:00 UTC
Description Roku devices running RokuOS v9.4.0 build 4200 or earlier that uses a Realtek WiFi chip is vulnerable to Arbitrary file modif

/

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Roku Express - All All All
Hardware Roku Express 4k - All All All
Operating System Roku Roku Os All All All All
Hardware Roku Roku Tv - All All All
Hardware Roku Streambar - All All All
Hardware Roku Streambar Pro - All All All
Hardware Roku Streaming Stick 4k - All All All
Hardware Roku Streaming Stick 4k - All All All
Hardware Roku Ultra - All All All
Hardware Roku Wireless Speakers - All All All
Hardware Roku Wireless Subwoofer - All All All
Reference Source Link Tags
Roku OS security updates MISC support.roku.com

GitHub - llamasoft/RootMyRoku: A persistent root jailbreak for most Roku devices. MISC github.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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