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CVE CVE-2022-27226
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-19 04:15:00 UTC
Updated 2022-03-28 19:13:00 UTC
Description A CSRF issue in /api/crontab on iRZ Mobile Routers through 2022-03-16 allows a threat actor to create a crontab entry in tt
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Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Irz RIO1 - All All All
Operating System Irz RI0O1 Firmware All All All All
Hardware Irz RI21 - All All All
Operating System Irz RI21 Firmware All All All All
Hardware Irz Ru21 - All All All
Hardware Irz Ru21w - All All All
Operating System Irz Ru21w Firmware All All All All
Operating System Irz Ru21 Firmware All All All All
Hardware Irz Ru41 - All All All
Operating System Irz Ru41 Firmware All All All All
Reference Source Link Tags
iRZ Mobile Router Cross Site Request Forgery / Remote Code Execution ~ Packet Storm  MISC packetstormsecurity.com
John J Hacking MISC johnjhacking.com

I1zhevskiy radiozavod MISC en.irz.ru

GitHub - SakuraSamuraii/ez-iRZ: Exploit for CVE-2022-27226 MISC github.com
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CVE Program record CVE.ORG www.cve.org canonica

NVD vulnerability detail NVD nvd.nist.gov canonica
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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