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Summary

CVE CVE-2022-27237

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-21 05:15:00 UTC

Updated 2022-05-03 15:40:00 UTC

Description There is a cross-site scripting (XSS) vulnerability in an NI Web Server component installed with several NI products. Depending on the product(s) in use, remediation guidance includes: install SystemLink version 2021 R3 or later, install FlexLogger 2022 Q2 or later, install LabVIEW 2021 SP1, install G Web Development 2022 R1 or later, or install Static Test Software Suite version 1.2 or later.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ni Flexlogger 2021 r2 All All

Application Ni Flexlogger 2021 r3 All All

Application Ni Flexlogger 2021 r4 All All

Application Ni G Web Development Software 2021 All All All

Application Ni G Web Development Software 2021 All All All

Application Ni Labview 2021 - All All

Application Ni Labview 2021 - All All

Application Ni Static Test Software Suite All All All All

Application Ni Systemlink 2020 r4 All All

Application Ni Systemlink 2022 r1 All All

Application Ni Systemlink 2022 r2 All All
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Cross-Site Scripting Vulnerability in NI Web Server Component - NI CONFIRM www.ni.com
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https://cve.report/
https://cve.report/CVE-2022-27237/mitre
https://cve.report/CVE-2022-27237/nist
https://cve.report/CVE-2022-27237/cve_org
https://cve.report/api/cve/CVE-2022-27237.json
https://cve.report/CVE-2022-27237.pdf
http://cve.report/vendor/ni
http://cve.report/software/ni/flexlogger
http://cve.report/vendor/ni
http://cve.report/software/ni/flexlogger
http://cve.report/vendor/ni
http://cve.report/software/ni/flexlogger
http://cve.report/vendor/ni
http://cve.report/software/ni/g_web_development_software
http://cve.report/vendor/ni
http://cve.report/software/ni/g_web_development_software
http://cve.report/vendor/ni
http://cve.report/software/ni/labview
http://cve.report/vendor/ni
http://cve.report/software/ni/labview
http://cve.report/vendor/ni
http://cve.report/software/ni/static_test_software_suite
http://cve.report/vendor/ni
http://cve.report/software/ni/systemlink
http://cve.report/vendor/ni
http://cve.report/software/ni/systemlink
http://cve.report/vendor/ni
http://cve.report/software/ni/systemlink
https://www.ni.com/en-us/support/documentation/supplemental/22/cross-site-scripting-vulnerability--in-ni-web-server-component.html
https://www.cve.org/CVERecord?id=CVE-2022-27237
https://nvd.nist.gov/vuln/detail/CVE-2022-27237


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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