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Summary

CVE CVE-2022-27274

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-10 21:15:00 UTC

Updated 2023-11-07 03:45:00 UTC

Description InHand Networks InRouter 900 Industrial 4G Router before v1.0.0.r11700 was discovered to contain a remote code execution (RCE) vulnerability via the function sub_12028. This vulnerability is triggered via a crafted packet.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Inhandnetworks Inrouter 900 - All All All

Operating System Inhandnetworks Inrouter 900 Firmware All All All All

References

Reference Source Link

IoT_Hunter/Inhand InRouter 900 Industrial 4G Router Vulnerabilities(RCE).pdf at main · wu610777031/IoT_Hunter · GitHub MISC github.com

github.com/wu610777031/IoT_Hunter/blob/main/Inhand%20InRouter%20900%20In... github.com

Update your browser to use Google Drive, Docs, Sheets, Sites, Slides, and Forms - Google Drive Help MISC drive.google.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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