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Summary

CVE CVE-2022-27337

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-05 19:15:00 UTC

Updated 2023-11-07 03:45:00 UTC

Description A logic error in the Hints::Hints function of Poppler v22.03.0 allows attackers to cause a Denial of Service (DoS) via a crafted PDF file.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Operating System Fedoraproject Fedora 36 All All All

Application Freedesktop Poppler 22.03.0 All All All

References

Reference Source Link

Debian -- Security Information -- DSA-5224-1 poppler DEBIAN www.debian.org

[SECURITY] Fedora 36 Update: mingw-poppler-22.01.0-6.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Logic error in function Hints::Hints (#1230) · Issues · poppler / poppler · GitLab MISC gitlab.freedesktop.org

[SECURITY] Fedora 36 Update: mingw-poppler-22.01.0-6.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Logic error in function Hints::Hints (#1230) · Issues · poppler / poppler · GitLab MISC gitlab.freedesktop.org

[SECURITY] [DLA 3120-1] poppler security update MLIST lists.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

160228 Oracle Enterprise Linux Security Update for poppler (ELSA-2022-7594)

160300 Oracle Enterprise Linux Security Update for poppler (ELSA-2022-8151)

180996 Debian Security Update for poppler (DSA 5224-1)

181075 Debian Security Update for poppler (DLA 3120-1)

183245 Debian Security Update for poppler (CVE-2022-27337)

199640 Ubuntu Security Notification for poppler Vulnerabilities (USN-6273-1)

240823 Red Hat Update for poppler (RHSA-2022:7594)

240893 Red Hat Update for poppler (RHSA-2022:8151)

282987 Fedora Security Update for mingw (FEDORA-2022-ce08b1c643)

355389 Amazon Linux Security Advisory for poppler : ALAS2-2023-2075

377899 Alibaba Cloud Linux Security Update for poppler (ALINUX3-SA-2023:0007)

754197 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2023:2907-1)

754198 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2023:2906-1)

755852 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2023:2941-1)

940754 AlmaLinux Security Update for poppler (ALSA-2022:7594)

940801 AlmaLinux Security Update for poppler (ALSA-2022:8151)

960173 Rocky Linux Security Update for poppler (RLSA-2022:7594)

960511 Rocky Linux Security Update for poppler (RLSA-2022:8151)
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