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Summary

CVE CVE-2022-27547

State PUBLIC

Assigner psirt@hcl.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-29 16:15:00 UTC

Updated 2022-09-01 20:54:00 UTC

Description HCL iNotes is susceptible to a link to non-existent domain vulnerability. An attacker could use this vulnerability to trick a user into supplying sensitive information such as username, password, credit card number, etc.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hcltech Domino 10.0 All All All

Application Hcltech Domino 10.0.1 - All All

Application Hcltech Domino 10.0.1 fixpack_1 All All

Application Hcltech Domino 10.0.1 fixpack_2 All All

Application Hcltech Domino 10.0.1 fixpack_3 All All

Application Hcltech Domino 10.0.1 fixpack_4 All All

Application Hcltech Domino 10.0.1 fixpack_5 All All

Application Hcltech Domino 10.0.1 fixpack_6 All All

Application Hcltech Domino 10.0.1 fixpack_7 All All

Application Hcltech Domino 10.0.1 fixpack_8 All All

Application Hcltech Domino 11.0 All All All

Application Hcltech Domino 11.0.1 - All All

Application Hcltech Domino 11.0.1 fixpack_1 All All

Application Hcltech Domino 11.0.1 fixpack_2 All All

Application Hcltech Domino 11.0.1 fixpack_3 All All

Application Hcltech Domino 11.0.1 fixpack_4 All All

Application Hcltech Domino 11.0.1 fixpack_5 All All

https://cve.report/
https://cve.report/CVE-2022-27547/mitre
https://cve.report/CVE-2022-27547/nist
https://cve.report/CVE-2022-27547/cve_org
https://cve.report/api/cve/CVE-2022-27547.json
https://cve.report/CVE-2022-27547.pdf
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/domino
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/domino
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/domino
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/domino
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/domino
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/domino
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/domino
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/domino
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/domino
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/domino
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/domino
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/domino
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/domino
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/domino
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/domino
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/domino
http://cve.report/vendor/hcltech
http://cve.report/software/hcltech/domino


Application Hcltech Domino 11.0.1 fixpack_5 All All

Application Hcltech Domino 12.0 All All All

Application Hcltech Domino 12.0.1 - All All

Application Hcltech Domino 12.0.1 fixpack_1 All All

Application Hcltech Domino 9.0 All All All

Application Hcltech Domino 9.0.1 - All All

Application Hcltech Domino 9.0.1 fixpack_10 All All

Application Hcltech Domino 9.0.1 fixpack_3 All All

Application Hcltech Domino 9.0.1 fixpack_4 All All

Application Hcltech Domino 9.0.1 fixpack_5 All All

Application Hcltech Domino 9.0.1 fixpack_6 All All

Application Hcltech Domino 9.0.1 fixpack_7 All All

Application Hcltech Domino 9.0.1 fixpack_8 All All

Application Hcltech Domino 9.0.1 fixpack_9 All All

Application Hcltech Hcl Inotes 10.0 All All All

Application Hcltech Hcl Inotes 10.0.1 - All All

Application Hcltech Hcl Inotes 10.0.1 fixpack_1 All All

Application Hcltech Hcl Inotes 10.0.1 fixpack_2 All All

Application Hcltech Hcl Inotes 10.0.1 fixpack_3 All All

Application Hcltech Hcl Inotes 10.0.1 fixpack_4 All All

Application Hcltech Hcl Inotes 10.0.1 fixpack_5 All All

Application Hcltech Hcl Inotes 10.0.1 fixpack_6 All All

Application Hcltech Hcl Inotes 10.0.1 fixpack_7 All All

Application Hcltech Hcl Inotes 10.0.1 fixpack_8 All All

Application Hcltech Hcl Inotes 11.0 All All All

Application Hcltech Hcl Inotes 11.0.1 - All All

Application Hcltech Hcl Inotes 11.0.1 fixpack_1 All All

Application Hcltech Hcl Inotes 11.0.1 fixpack_2 All All

Application Hcltech Hcl Inotes 11.0.1 fixpack_3 All All

Application Hcltech Hcl Inotes 11.0.1 fixpack_4 All All

Application Hcltech Hcl Inotes 11.0.1 fixpack_5 All All

Application Hcltech Hcl Inotes 12.0 All All All

Application Hcltech Hcl Inotes 12.0.1 - All All

Application Hcltech Hcl Inotes 12.0.1 fixpack_1 All All

Application Hcltech Hcl Inotes 9.0.1 - All All

Application Hcltech Hcl Inotes 9.0.1 fixpack_10 All All
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Application Hcltech Hcl Inotes 9.0.1 fixpack_3 All All

Application Hcltech Hcl Inotes 9.0.1 fixpack_4 All All

Application Hcltech Hcl Inotes 9.0.1 fixpack_5 All All

Application Hcltech Hcl Inotes 9.0.1 fixpack_6 All All

Application Hcltech Hcl Inotes 9.0.1 fixpack_7 All All

Application Hcltech Hcl Inotes 9.0.1 fixpack_8 All All

Application Hcltech Hcl Inotes 9.0.1 fixpack_9 All All

References

Reference Source

Security Bulletin: HCL iNotes is susceptible to a link to non-existent domain vulnerability (CVE-2022-27547) - Customer Support CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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