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CVE-2022-2/58

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2022-2758

PUBLIC

ics-cert@hq.dhs.gov

CVE Program / NVD first with legacy fallback
2022-08-31 16:15:00 UTC

2022-11-14 22:15:00 UTC

Passwords are not adequately encrypted during the communication process between all versions of LS Industrial Systems

] 1|

Risk And Classification

Problem Types: CWE-326

NVD Known Affected Configurations (CPE 2.3)
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Operating System
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Operating System

Hardware

Vendor Product Version Update Edition Language
Ls-electric Gm7 - All All All
Ls-electric Gm7u - All All All
Ls-electric Gm7u Firmware - All All All
Ls-electric Gm?7 Firmware - All All All
Ls-electric K120s - All All All
Ls-electric K120s Firmware - All All All
Ls-electric K80s - All All All
Ls-electric K80s Firmware - All All All
Ls-electric Xbc-dn10e - All All All
Ls-electric Xbc-dn10e Firmware - All All All
Ls-electric Xbc-dnt4e - All All All
Ls-electric Xbc-dn14e Firmware - All All All
Ls-electric Xbc-dn20e - All All All
Ls-electric Xbc-dn20e Firmware - All All All
Ls-electric Xbc-dn20su - All All All
Ls-electric Xbc-dn20su Firmware - All All All
Ls-electric Xbc-dn30e - All All All
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Discovery Credit

LEGACY: Hong-Gi Kin of the Korea Internet & Security Agency (KISA) reported this
vulnerability.

Legacy QID Mappings

591165 LS ELECTRIC XG5000 Vulnerability (ICSA-22-228-02)

591379 LS ELECTRIC XG5000 Inadequate Encryption Strength Vulnerability (ICSA-22-228-02)
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