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Summary

CVE CVE-2022-2758

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-31 16:15:00 UTC

Updated 2022-11-14 22:15:00 UTC

Description Passwords are not adequately encrypted during the communication process between all versions of LS Industrial Systems (LSIS) Co. Ltd LS Electric XG5000 software prior to V4.0 and LS Electric PLCs: all versions of XGK-CPUU/H/A/S/E prior to V3.50, all versions of XGI-CPUU/UD/H/S/E prior to V3.20, all versions of XGR-CPUH prior to V1.80, all versions of XGB-XBMS prior to V3.00, all versions of XGB-XBCH prior to V1.90, and all versions of XGB-XECH prior to V1.30. This would allow an attacker to identify and decrypt the password of the affected PLCs by sniffing the PLC’s communication traffic.

Risk And Classification

Problem Types: CWE-326

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ls-electric Gm7 - All All All

Hardware Ls-electric Gm7u - All All All

Operating System Ls-electric Gm7u Firmware - All All All

Operating System Ls-electric Gm7 Firmware - All All All

Hardware Ls-electric K120s - All All All

Operating System Ls-electric K120s Firmware - All All All

Hardware Ls-electric K80s - All All All

Operating System Ls-electric K80s Firmware - All All All

Hardware Ls-electric Xbc-dn10e - All All All

Operating System Ls-electric Xbc-dn10e Firmware - All All All

Hardware Ls-electric Xbc-dn14e - All All All

Operating System Ls-electric Xbc-dn14e Firmware - All All All

Hardware Ls-electric Xbc-dn20e - All All All

Operating System Ls-electric Xbc-dn20e Firmware - All All All

Hardware Ls-electric Xbc-dn20su - All All All

Operating System Ls-electric Xbc-dn20su Firmware - All All All

Hardware Ls-electric Xbc-dn30e - All All All
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Hardware Ls-electric Xbc-dn30e - All All All

Operating System Ls-electric Xbc-dn30e Firmware - All All All

Hardware Ls-electric Xbc-dn30su - All All All

Operating System Ls-electric Xbc-dn30su Firmware - All All All

Hardware Ls-electric Xbc-dn32h - All All All

Hardware Ls-electric Xbc-dn32h/dc - All All All

Operating System Ls-electric Xbc-dn32h/dc Firmware - All All All

Operating System Ls-electric Xbc-dn32h Firmware - All All All

Hardware Ls-electric Xbc-dn40su - All All All

Operating System Ls-electric Xbc-dn40su Firmware - All All All

Hardware Ls-electric Xbc-dn60su - All All All

Operating System Ls-electric Xbc-dn60su Firmware - All All All

Hardware Ls-electric Xbc-dn64h - All All All

Hardware Ls-electric Xbc-dn64h/dc - All All All

Operating System Ls-electric Xbc-dn64h/dc Firmware - All All All

Operating System Ls-electric Xbc-dn64h Firmware - All All All

Hardware Ls-electric Xbc-dnp32u - All All All

Hardware Ls-electric Xbc-dnp32ua - All All All

Hardware Ls-electric Xbc-dnp32ua/dc - All All All

Operating System Ls-electric Xbc-dnp32ua/dc Firmware - All All All

Operating System Ls-electric Xbc-dnp32ua Firmware - All All All

Hardware Ls-electric Xbc-dnp32up - All All All

Hardware Ls-electric Xbc-dnp32up/dc - All All All

Operating System Ls-electric Xbc-dnp32up/dc Firmware - All All All

Operating System Ls-electric Xbc-dnp32up Firmware - All All All

Hardware Ls-electric Xbc-dnp32u/dc - All All All

Operating System Ls-electric Xbc-dnp32u/dc Firmware - All All All

Operating System Ls-electric Xbc-dnp32u Firmware - All All All

Hardware Ls-electric Xbc-dp10e - All All All

Operating System Ls-electric Xbc-dp10e Firmware - All All All

Hardware Ls-electric Xbc-dp14e - All All All

Operating System Ls-electric Xbc-dp14e Firmware - All All All

Hardware Ls-electric Xbc-dp20e - All All All

Operating System Ls-electric Xbc-dp20e Firmware - All All All

Hardware Ls-electric Xbc-dp20su - All All All

Operating System Ls-electric Xbc-dp20su Firmware - All All All
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Hardware Ls-electric Xbc-dp30e - All All All

Operating System Ls-electric Xbc-dp30e Firmware - All All All

Hardware Ls-electric Xbc-dp30su - All All All

Operating System Ls-electric Xbc-dp30su Firmware - All All All

Hardware Ls-electric Xbc-dp40su - All All All

Operating System Ls-electric Xbc-dp40su Firmware - All All All

Hardware Ls-electric Xbc-dp60su - All All All

Operating System Ls-electric Xbc-dp60su Firmware - All All All

Hardware Ls-electric Xbc-dr10e - All All All

Operating System Ls-electric Xbc-dr10e Firmware - All All All

Hardware Ls-electric Xbc-dr14e - All All All

Operating System Ls-electric Xbc-dr14e Firmware - All All All

Hardware Ls-electric Xbc-dr20e - All All All

Operating System Ls-electric Xbc-dr20e Firmware - All All All

Hardware Ls-electric Xbc-dr20su - All All All

Operating System Ls-electric Xbc-dr20su Firmware - All All All

Hardware Ls-electric Xbc-dr28u - All All All

Hardware Ls-electric Xbc-dr28ua - All All All

Hardware Ls-electric Xbc-dr28ua/dc - All All All

Operating System Ls-electric Xbc-dr28ua/dc Firmware - All All All

Operating System Ls-electric Xbc-dr28ua Firmware - All All All

Hardware Ls-electric Xbc-dr28up - All All All

Hardware Ls-electric Xbc-dr28up/dc - All All All

Operating System Ls-electric Xbc-dr28up/dc Firmware - All All All

Operating System Ls-electric Xbc-dr28up Firmware - All All All

Hardware Ls-electric Xbc-dr28u/dc - All All All

Operating System Ls-electric Xbc-dr28u/dc Firmware - All All All

Operating System Ls-electric Xbc-dr28u Firmware - All All All

Hardware Ls-electric Xbc-dr30e - All All All

Operating System Ls-electric Xbc-dr30e Firmware - All All All

Hardware Ls-electric Xbc-dr30su - All All All

Operating System Ls-electric Xbc-dr30su Firmware - All All All

Hardware Ls-electric Xbc-dr32h - All All All

Hardware Ls-electric Xbc-dr32h/dc - All All All

Operating System Ls-electric Xbc-dr32h/dc Firmware - All All All

Operating System Ls-electric Xbc-dr32h Firmware - All All All

http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dp30e
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dp30e_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dp30su
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dp30su_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dp40su
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dp40su_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dp60su
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dp60su_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr10e
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr10e_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr14e
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr14e_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr20e
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr20e_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr20su
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr20su_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr28u
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr28ua
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr28ua/dc
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr28ua/dc_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr28ua_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr28up
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr28up/dc
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr28up/dc_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr28up_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr28u/dc
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr28u/dc_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr28u_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr30e
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr30e_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr30su
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr30su_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr32h
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr32h/dc
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xbc-dr32h/dc_firmware


Operating System Ls-electric Xbc-dr32h Firmware - All All All

Hardware Ls-electric Xbc-dr40su - All All All

Operating System Ls-electric Xbc-dr40su Firmware - All All All

Hardware Ls-electric Xbc-dr60su - All All All

Operating System Ls-electric Xbc-dr60su Firmware - All All All

Hardware Ls-electric Xbc-dr64h - All All All

Hardware Ls-electric Xbc-dr64h/dc - All All All

Operating System Ls-electric Xbc-dr64h/dc Firmware - All All All

Operating System Ls-electric Xbc-dr64h Firmware - All All All

Hardware Ls-electric Xbe-ac08a - All All All

Operating System Ls-electric Xbe-ac08a Firmware - All All All

Hardware Ls-electric Xbe-dc08a - All All All

Operating System Ls-electric Xbe-dc08a Firmware - All All All

Hardware Ls-electric Xbe-dc16a - All All All

Operating System Ls-electric Xbe-dc16a Firmware - All All All

Hardware Ls-electric Xbe-dc16b - All All All

Operating System Ls-electric Xbe-dc16b Firmware - All All All

Hardware Ls-electric Xbe-dc32a - All All All

Operating System Ls-electric Xbe-dc32a Firmware - All All All

Hardware Ls-electric Xbe-dn32a - All All All

Operating System Ls-electric Xbe-dn32a Firmware - All All All

Hardware Ls-electric Xbe-dr16a - All All All

Operating System Ls-electric Xbe-dr16a Firmware - All All All

Hardware Ls-electric Xbe-dr32a - All All All

Operating System Ls-electric Xbe-dr32a Firmware - All All All

Hardware Ls-electric Xbe-ry08a - All All All

Operating System Ls-electric Xbe-ry08a Firmware - All All All

Hardware Ls-electric Xbe-ry08b - All All All

Operating System Ls-electric Xbe-ry08b Firmware - All All All

Hardware Ls-electric Xbe-ry16a - All All All

Operating System Ls-electric Xbe-ry16a Firmware - All All All

Hardware Ls-electric Xbe-tn08a - All All All

Operating System Ls-electric Xbe-tn08a Firmware - All All All

Hardware Ls-electric Xbe-tn16a - All All All

Operating System Ls-electric Xbe-tn16a Firmware - All All All

Hardware Ls-electric Xbe-tn32a - All All All
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Operating System Ls-electric Xbe-tn32a Firmware - All All All

Hardware Ls-electric Xbe-tp08a - All All All

Operating System Ls-electric Xbe-tp08a Firmware - All All All

Hardware Ls-electric Xbe-tp16a - All All All

Operating System Ls-electric Xbe-tp16a Firmware - All All All

Hardware Ls-electric Xbe-tp32a - All All All

Operating System Ls-electric Xbe-tp32a Firmware - All All All

Hardware Ls-electric Xbf-ad04a - All All All

Operating System Ls-electric Xbf-ad04a Firmware - All All All

Hardware Ls-electric Xbf-ad04c - All All All

Operating System Ls-electric Xbf-ad04c Firmware - All All All

Hardware Ls-electric Xbf-ad08a - All All All

Operating System Ls-electric Xbf-ad08a Firmware - All All All

Hardware Ls-electric Xbf-ah04a - All All All

Operating System Ls-electric Xbf-ah04a Firmware - All All All

Hardware Ls-electric Xbf-dc04a - All All All

Operating System Ls-electric Xbf-dc04a Firmware - All All All

Hardware Ls-electric Xbf-dc04c - All All All

Operating System Ls-electric Xbf-dc04c Firmware - All All All

Hardware Ls-electric Xbf-dv04a - All All All

Operating System Ls-electric Xbf-dv04a Firmware - All All All

Hardware Ls-electric Xbf-dv04c - All All All

Operating System Ls-electric Xbf-dv04c Firmware - All All All

Hardware Ls-electric Xbf-hd02a - All All All

Operating System Ls-electric Xbf-hd02a Firmware - All All All

Hardware Ls-electric Xbf-ho02a - All All All

Operating System Ls-electric Xbf-ho02a Firmware - All All All

Hardware Ls-electric Xbf-pd02a - All All All

Operating System Ls-electric Xbf-pd02a Firmware - All All All

Hardware Ls-electric Xbf-pn04b - All All All

Operating System Ls-electric Xbf-pn04b Firmware - All All All

Hardware Ls-electric Xbf-pn08b - All All All

Operating System Ls-electric Xbf-pn08b Firmware - All All All

Hardware Ls-electric Xbf-rd04a - All All All

Operating System Ls-electric Xbf-rd04a Firmware - All All All
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http://cve.report/software/ls-electric/xgl-ch2b_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xgl-dmeb
http://cve.report/vendor/ls-electric
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http://cve.report/software/ls-electric/xgl-efmtb_firmware
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http://cve.report/software/ls-electric/xgl-pmeb
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xgl-pmeb_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xgl-psea
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xgl-psea_firmware
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xgl-psra
http://cve.report/vendor/ls-electric
http://cve.report/software/ls-electric/xgl-psra_firmware


Hardware Ls-electric Xgq-ry1a - All All All

Operating System Ls-electric Xgq-ry1a Firmware - All All All

Hardware Ls-electric Xgq-ry2a - All All All

Operating System Ls-electric Xgq-ry2a Firmware - All All All

Hardware Ls-electric Xgq-ry2b - All All All

Operating System Ls-electric Xgq-ry2b Firmware - All All All

Hardware Ls-electric Xgq-ss2a - All All All

Operating System Ls-electric Xgq-ss2a Firmware - All All All

Hardware Ls-electric Xgq-tr1c - All All All

Operating System Ls-electric Xgq-tr1c Firmware - All All All

Hardware Ls-electric Xgq-tr2a - All All All

Operating System Ls-electric Xgq-tr2a Firmware - All All All

Hardware Ls-electric Xgq-tr2b - All All All

Operating System Ls-electric Xgq-tr2b Firmware - All All All

Hardware Ls-electric Xgq-tr4a - All All All

Operating System Ls-electric Xgq-tr4a Firmware - All All All

Hardware Ls-electric Xgq-tr4b - All All All

Operating System Ls-electric Xgq-tr4b Firmware - All All All

Hardware Ls-electric Xgq-tr8a - All All All

Operating System Ls-electric Xgq-tr8a Firmware - All All All

Hardware Ls-electric Xgq-tr8b - All All All

Operating System Ls-electric Xgq-tr8b Firmware - All All All

Hardware Ls-electric Xgr-cpuh/f - All All All

Operating System Ls-electric Xgr-cpuh/f Firmware - All All All

Hardware Ls-electric Xgr-cpuh/s - All All All

Operating System Ls-electric Xgr-cpuh/s Firmware - All All All

Hardware Ls-electric Xgr-cpuh/t - All All All

Operating System Ls-electric Xgr-cpuh/t Firmware - All All All
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LS ELECTRIC PLC and XG5000 | CISA MISC www.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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Discovery Credit

LEGACY: Hong-Gi Kin of the Korea Internet & Security Agency (KISA) reported this
vulnerability.
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