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Summary

CVE CVE-2022-27665

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-03 14:15:00 UTC

Updated 2024-02-01 01:04:00 UTC

Description Reflected XSS (via AngularJS sandbox escape expressions) exists in Progress Ipswitch WS_FTP Server 8.6.0. This can lead to execution of malicious code and commands on the client due to improper handling of user-provided input. By inputting malicious payloads in the subdirectory searchbar or Add folder filename boxes, it is possible to execute client-side commands. For example, there is Client-Side Template Injection via subFolderPath to the ThinClient/WtmApiService.asmx/GetFileSubTree URI.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Progress Ipswitch Ws Ftp Server 8.6.0 All All All

Application Progress Ws Ftp Server 8.6.0 All All All

References

Reference Source

GitHub - dievus/CVE-2022-27665: Reflected XSS via AngularJS Sandbox Escape Expressions in IPSwitch WS_FTP Server 8.6.0 MISC

What's New in WS_FTP Server 2020 MISC

Progress Customer Community MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

27395 Progress WS_FTP Server Multiple Vulnerabilities
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