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Depending on the configuration of the route permission table in file 'saprouttab', it is possible for an unauthenticated attacke
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Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Sap Netweaver As Abap kernel_7.49 All All All
Sap Netweaver As Abap kernel_7.77 All All All
Sap Netweaver As Abap kernel_7.81 All All All
Sap Netweaver As Abap kernel_7.85 All All All
Sap Netweaver As Abap kernel_7.86 All All All
Sap Netweaver As Abap kernel_7.87 All All All
Sap Netweaver As Abap kernel_7.88 All All All
Sap Netweaver As Abap Krnl64nuc 7.49 All All All
Sap Netweaver As Abap Krnl64uc 7.49 All All All
Sap Router 7.22 All All All
Sap Router 7.53 All All All

References

Reference Source Link T
SAP SAProuter Improper Access Control = Packet Storm MISC packetstormsecurity.com
Access Denied MISC WWw.sap.com
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CVE Program record CVE.ORG www.cve.org Ci
NVD vulnerability detail NVD nvd.nist.gov Ci
4 ] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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