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When SMT is enabled, certain AMD processors may speculatively execute instructions using a target from the sibling threa
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Risk And Classification

Problem Types: NVD-CWE-noinfo
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CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160551 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel-container (ELSA-2023-12256)
160554 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2023-12255)
182237 Debian Security Update for xenlinux (CVE-2022-27672)

199254 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-5978-1)
199342 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6080-1)

199343 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6079-1)

199346 Ubuntu Security Notification for Linux kernel (Raspberry Pi) Vulnerabilities (USN-6085-1)
199351 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6090-1)

199353 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6091-1)

199354 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6096-1)

199385 Ubuntu Security Notification for Linux kernel (Intel loTG) Vulnerabilities (USN-6134-1)
199389 Ubuntu Security Notification for Linux kernel (Intel loTG) Vulnerabilities (USN-6133-1)
199650 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6284-1)

199669 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6301-1)

199764 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-6385-1)
199783 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6396-1)

199812 Ubuntu Security Notification for Linux kernel (KVM) Vulnerabilities (USN-6396-2)

199834 Ubuntu Security Notification for Linux kernel (Azure) Vulnerabilities (USN-6396-3)
242482 Red Hat Update for kernel-rt (RHSA-2023:7379)

242612 Red Hat Update for kernel security (RHSA-2023:7370)

283723 Fedora Security Update for xen (FEDORA-2023-c69a2a8f8b)

283763 Fedora Security Update for xen (FEDORA-2023-dad0295b25)

354820 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.4-2023-043

354822 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.15-2023-015
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354837 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.10-2023-028

355130 Amazon Linux Security Advisory for kernel : ALAS2023-2023-132

502992 Alpine Linux Security Update for xen

503144 Alpine Linux Security Update for xen

505965 Alpine Linux Security Update for xen

6140103 AWS Bottlerocket Security Update for kernel (GHSA-mjf8-cq4p-mgc9)

673005 EulerOS Security Update for kernel (EulerOS-SA-2023-1873)

673121 EulerOS Security Update for kernel (EulerOS-SA-2023-2296)

673157 EulerOS Security Update for kernel (EulerOS-SA-2023-2272)

673232 EulerOS Security Update for kernel (EulerOS-SA-2023-2357)

710858 Gentoo Linux Xen Multiple Vulnerabilities (GLSA 202402-07)
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