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CVSS:31/AVINJAC: /PR L/ULN/SIU/C:NAN/ACL

Certain versions of Debian Linux from Debian contain the following
vulnerability:

Schroot before 1.6.13 had too permissive rules on chroot or session
names, allowing a denial of service on the schroot service for all users
that may start a schroot session.

CVE-2022-2787 has been assigned by (2 security@debian.org to track the vulnerability - currently rated as severity.

Affected Vendor/Software: (© Debian - schroot version < 1.6.13

CVSS3 Score: [#ISEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

Description

schroot: Denial of Service
(GLSA 202210-11) —
Gentoo security

Have stricter rules on
chroot names [CVE-2022-
2787] - 6f7166a285 -
reschroot - Codeberg.org

[SECURITY] [DLA 3075-1]
schroot security update

[SECURITY][DSA 5213-1]

[ NONE | [ NONE |
CVE References

Tags Link

FJ GENTOO GLSA-202210-11

A MISC

codeberg.org/shelter/reschroot/commit/6f7166a285e1e97aea390be633591f9791b29a6d

(@ MISC lists.debian.org/debian-lts-announce/2022/08/msg00007.htm|

(@ MISC lists.debian.org/debian-security-announce/2022/msg00182.html
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

180948 Debian Security Update for schroot (DLA 3075-1)

180950 Debian Security Update for schroot (DSA 5213-1)
198913 Ubuntu Security Notification for Schroot Vulnerability (USN-5584-1)

710645 Gentoo Linux schroot Denial of Service Vulnerability (GLSA 202210-11)

Exploit/POC from Github

Schroot before 1.6.13 had too permissive rules on chroot or session names, allowing a denial
of service on the schroo...

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Debian Debian Linux 10.0 All All All

System

Operating Debian Debian Linux 11.0 All All All

System

Application Debian Schroot All All All All

cpe:2.3:0:debian:debian_linux:10.0: %"

cpe:2.3:0:debian:debian_linux:11.0:** "

No vendor comments have been submitted for this CVE
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