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Summary

CVE CVE-2022-27906

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-25 20:15:00 UTC

Updated 2022-04-01 13:30:00 UTC

Description Mendelson OFTP2 before 1.1 b43 is affected by directory traversal. To access the vulnerable code path, the attacker has to know one of the configured Odette IDs of the OFTP2 server. An attacker can upload files to the server outside of the intended upload directory.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mendelson Oftp2 All All All All

References

Reference Source Link Tags

A Tale of an OFTP2 Vulnerability – Insinuator.net MISC insinuator.net

mendelson OFTP2 2020 b272 released | mendelson-e-commerce GmbH MISC mendelson-e-c.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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