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Summary

CVE CVE-2022-2794

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-12 13:15:00 UTC

Updated 2022-12-13 20:28:00 UTC

Description Certain HP PageWide Pro Printers may be vulnerable to a potential denial of service attack.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Pagewide 352dw J6u57a - All All All

Operating System Hp Pagewide 352dw J6u57a Firmware All All All All

Hardware Hp Pagewide 377dw J9v80a - All All All

Operating System Hp Pagewide 377dw J9v80a Firmware All All All All

Hardware Hp Pagewide Managed P55250dw J6u51b - All All All

Operating System Hp Pagewide Managed P55250dw J6u51b Firmware All All All All

Hardware Hp Pagewide Managed P55250dw J6u55a - All All All

Operating System Hp Pagewide Managed P55250dw J6u55a Firmware All All All All

Hardware Hp Pagewide Managed P55250dw J6u55b - All All All

Operating System Hp Pagewide Managed P55250dw J6u55b Firmware All All All All

Hardware Hp Pagewide Managed P57750dw J9v82a - All All All

Operating System Hp Pagewide Managed P57750dw J9v82a Firmware All All All All

Hardware Hp Pagewide Pro 452dn D3q15a - All All All

Operating System Hp Pagewide Pro 452dn D3q15a Firmware All All All All

Hardware Hp Pagewide Pro 452dw D3q16a - All All All

Operating System Hp Pagewide Pro 452dw D3q16a Firmware All All All All

Hardware Hp Pagewide Pro 477dn D3q19a - All All All
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Operating System Hp Pagewide Pro 477dn D3q19a Firmware All All All All

Hardware Hp Pagewide Pro 477dw D3q20a - All All All

Operating System Hp Pagewide Pro 477dw D3q20a Firmware All All All All

Hardware Hp Pagewide Pro 552dw D3q17a - All All All

Operating System Hp Pagewide Pro 552dw D3q17a Firmware All All All All

Hardware Hp Pagewide Pro 577dw D3q21a - All All All

Operating System Hp Pagewide Pro 577dw D3q21a Firmware All All All All

Hardware Hp Pagewide Pro 577z K9z76a - All All All

Operating System Hp Pagewide Pro 577z K9z76a Firmware All All All All

References

Reference Source Link Tags

Certain HP PageWide Pro printers - Potential denial of service | HP® Customer Support MISC support.hp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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