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Summary

CVE CVE-2022-2806

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-01 21:15:00 UTC

Updated 2022-09-07 19:33:00 UTC

Description It was found that the ovirt-log-collector/sosreport collects the RHV admin password unfiltered. Fixed in: sos-4.2-20.el8_6, ovirt-log-collector-4.4.7-2.el8ev

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ovirt Log Collector All All All All

Application Sos Project Sos All All All All

References

Reference Source Link Tags

[ovirt] answer files: Filter out all password keys by didib · Pull Request #2947 · sosreport/sos · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

198959 Ubuntu Security Notification for SoS Vulnerability (USN-5636-1)

674069 EulerOS Security Update for sos (EulerOS-SA-2024-1300)

903735 Common Base Linux Mariner (CBL-Mariner) Security Update for sos (10818)

903835 Common Base Linux Mariner (CBL-Mariner) Security Update for sos (10827)
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CVE.report and Source URL Uptime Status status.cve.report

904167 Common Base Linux Mariner (CBL-Mariner) Security Update for sos (10827-1)

904374 Common Base Linux Mariner (CBL-Mariner) Security Update for sos (10818-1)

998061 Python (Pip) Security Update for sosreport (GHSA-7pf9-7cff-f854)
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