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Summary

CVE CVE-2022-28219

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-05 19:15:00 UTC

Updated 2022-10-26 02:30:00 UTC

Description Cewolf in Zoho ManageEngine ADAudit Plus before 7060 is vulnerable to an unauthenticated XXE attack that leads to Remote Code Execution.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Adaudit Plus 7.0 7000 All All

Application Zohocorp Manageengine Adaudit Plus 7.0 7002 All All

Application Zohocorp Manageengine Adaudit Plus 7.0 7003 All All

Application Zohocorp Manageengine Adaudit Plus 7.0 7004 All All

Application Zohocorp Manageengine Adaudit Plus 7.0 7005 All All

Application Zohocorp Manageengine Adaudit Plus 7.0 7006 All All

Application Zohocorp Manageengine Adaudit Plus 7.0 7007 All All

Application Zohocorp Manageengine Adaudit Plus 7.0 7008 All All

Application Zohocorp Manageengine Adaudit Plus 7.0 7050 All All

Application Zohocorp Manageengine Adaudit Plus 7.0 7051 All All

Application Zohocorp Manageengine Adaudit Plus 7.0 7052 All All

Application Zohocorp Manageengine Adaudit Plus 7.0 7053 All All

Application Zohocorp Manageengine Adaudit Plus 7.0 7054 All All

Application Zohocorp Manageengine Adaudit Plus All All All All
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ManageEngine: IT security, operations & service management MISC manageengine.com

CVE-2022-28219: Unauthenticated XXE to RCE and Domain Compromise in ManageEngine ADAudit Plus – Horizon3.ai MISC www.horizon3.ai

Unauthenticated Remote Code Execution Vulnerability (CVE-2022-28219) fixed | ManageEngine ADAudit Plus CONFIRM www.manageengine.com

ManageEngine ADAudit Plus Path Traversal / XML Injection ≈ Packet Storm MISC packetstormsecurity.com

Cewolf - Chart Enabling Web Object Framework MISC cewolf.sourceforge.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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