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CVE CVE-2022-28223
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-30 18:15:00 UTC
Updated 2023-11-07 03:45:00 UTC
Description Tekon KIO devices through 2022-03-30 allow an authenticated admin user to escalate privileges to root by uploading a mal

/ |
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Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Tekon Kio - All All All
Hardware Tekon Kio-1m - All All All
Operating System Tekon Kio-1m Firmware All All All All
Hardware Tekon Kio-2m - All All All
Hardware Tekon Kio-2md - All All All
Operating System Tekon Kio-2md Firmware All All All All
Hardware Tekon Kio-2mrs - All All All
Operating System Tekon Kio-2mrs Firmware All All All All
Hardware Tekon Kio-2ms - All All All
Operating System Tekon Kio-2ms Firmware All All All All
Operating System Tekon Kio-2m Firmware All All All All
Hardware Tekon Kio-84 - All All All
Hardware Tekon Kio-84l - All All All
Operating System Tekon Kio-84! Firmware All All All All
Operating System Tekon Kio-84 Firmware All All All All
Operating System Tekon Kio Firmware All All All All
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Internet Archive: Scheduled Maintenance MISC
Post auth RCE based in malicious LUA plugin script upload SCADA controllers located in Russia | by @bertinjoseb | Medium
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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