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Summary

CVE CVE-2022-28331

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-31 16:15:00 UTC

Updated 2023-07-07 16:15:00 UTC

Description On Windows, Apache Portable Runtime 1.7.0 and earlier may write beyond the end of a stack based buffer in apr_socket_sendv(). This is a result of integer overflow.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Portable Runtime All All All All

Operating System Microsoft Windows - All All All

References

Reference Source Link Tags

lists.apache.org/thread/5pfdfn7h0vsdo5xzjn97vghp0x42jj2r MISC lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378372 IBM Hypertext Transfer Protocol (HTTP) Server Multiple Vulnerabilities (6955577)

502649 Alpine Linux Security Update for apr

503864 Alpine Linux Security Update for apr
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