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Summary

CVE CVE-2022-28383

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-08 16:15:00 UTC

Updated 2022-12-08 04:00:00 UTC

Description An issue was discovered in certain Verbatim drives through 2022-03-31. Due to insufficient firmware validation, an attacker can store malicious firmware code for the USB-to-SATA bridge controller on the USB drive (e.g., by leveraging physical access during the supply chain). This code is then executed. This affects Keypad Secure USB 3.2 Gen 1 Drive Part Number #49428, Store 'n' Go Secure Portable HDD GD25LK01-3637-C VER4.0, Executive Fingerprint Secure SSD GDMSFE01-INI3637-C VER1.1, and Fingerprint Secure Portable Hard Drive Part Number #53650.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Verbatim Executive Fingerprint Secure Ssd - All All All

Operating System Verbatim Executive Fingerprint Secure Ssd Firmware All All All All

Hardware Verbatim Fingerprint Secure Portable Hard Drive - All All All

Operating System Verbatim Fingerprint Secure Portable Hard Drive Firmware All All All All

Hardware Verbatim Keypad Secure Usb 3.2 Gen 1 - All All All

Operating System Verbatim Keypad Secure Usb 3.2 Gen 1 Firmware All All All All

Hardware Verbatim Store N Go Secure Portable Hdd - All All All

Operating System Verbatim Store N Go Secure Portable Hdd Firmware All All All All

References

Reference

www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-016.txt

Full Disclosure: [SYSS-2022-045]: Verbatim Store 'n' Go Secure Portable SSD - Missing Immutable Root of Trust in Hardware (CWE-1326) (CVE-2022-28383)

Verbatim Keypad Secure USB 3.2 Gen 1 Drive Missing Control ≈ Packet Storm

www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-007.txt

www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-003.txt

Full Disclosure: [SYSS-2022-016]: Verbatim Fingerprint Secure Portable Hard Drive - Missing Immutable Root of Trust in Hardware (CWE-1326) (CVE-2022-28383)

https://cve.report/
https://cve.report/CVE-2022-28383/mitre
https://cve.report/CVE-2022-28383/nist
https://cve.report/CVE-2022-28383/cve_org
https://cve.report/CVE-2022-28383.pdf
http://cve.report/vendor/verbatim
http://cve.report/software/verbatim/executive_fingerprint_secure_ssd
http://cve.report/vendor/verbatim
http://cve.report/software/verbatim/executive_fingerprint_secure_ssd_firmware
http://cve.report/vendor/verbatim
http://cve.report/software/verbatim/fingerprint_secure_portable_hard_drive
http://cve.report/vendor/verbatim
http://cve.report/software/verbatim/fingerprint_secure_portable_hard_drive_firmware
http://cve.report/vendor/verbatim
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https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-016.txt
http://seclists.org/fulldisclosure/2022/Oct/5
http://packetstormsecurity.com/files/167482/Verbatim-Keypad-Secure-USB-3.2-Gen-1-Drive-Missing-Control.html
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-007.txt
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Full Disclosure: [SYSS-2022-007]: Verbatim Store 'n' Go Secure Portable HDD - Missing Immutable Root of Trust in Hardware (CWE-1326) (CVE-2022-28383)

www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-045.txt

Full Disclosure: [SYSS-2022-011]: Verbatim Executive Fingerprint Secure SSD - Missing Immutable Root of Trust in Hardware (CWE-1326) (CVE-2022-28383)

Full Disclosure: [SYSS-2022-003]: Verbatim Keypad Secure USB 3.2 Gen 1 Drive - Missing Immutable Root of Trust in Hardware (CWE-1326) (CVE-2022-28383)

Verbatim Fingerprint Secure Portable Hard Drive #53650 Missing Trust ≈ Packet Storm

Verbatim Store N Go Secure Portable HDD GD25LK01-3637-C VER4.0 Missing Trust ≈ Packet Storm

Verbatim Executive Fingerprint Secure SSD GDMSFE01-INI3637-C VER1.1 Missing Trust ≈ Packet Storm

www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-011.txt

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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