
CVE-2022-28387
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2022-28387

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-08 16:15:00 UTC

Updated 2022-06-21 17:42:00 UTC

Description An issue was discovered in certain Verbatim drives through 2022-03-31. Due to an insecure design, they can be unlocked by an attacker who can then gain unauthorized access to the stored data. The attacker can simply use an undocumented IOCTL command that retrieves the correct password. This affects Executive Fingerprint Secure SSD GDMSFE01-INI3637-C VER1.1 and Fingerprint Secure Portable Hard Drive Part Number #53650.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Verbatim Executive Fingerprint Secure Ssd - All All All

Operating System Verbatim Executive Fingerprint Secure Ssd Firmware All All All All

Hardware Verbatim Fingerprint Secure Portable Hard Drive - All All All

Operating System Verbatim Fingerprint Secure Portable Hard Drive Firmware All All All All

References

Reference

Full Disclosure: [SYSS-2022-009]: Verbatim Executive Fingerprint Secure SSD - Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240) (CVE-2022-28387)

www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-009.txt

www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-014.txt

Full Disclosure: [SYSS-2022-014]: Verbatim Fingerprint Secure Portable Hard Drive - Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240) (CVE-2022-28387)

Verbatim Executive Fingerprint Secure SSD GDMSFE01-INI3637-C VER1.1 Risky Crypto ≈ Packet Storm

Verbatim Fingerprint Secure Portable Hard Drive #53650 Risky Crypto ≈ Packet Storm

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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