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Summary

CVE CVE-2022-28397

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-12 17:15:00 UTC

Updated 2023-11-07 03:45:00 UTC

Description ** DISPUTED ** An arbitrary file upload vulnerability in the file upload module of Ghost CMS v4.42.0 allows attackers to execute arbitrary code via a crafted file. NOTE: Vendor states as detailed in Ghost's security documentation, files can only be uploaded and published by trusted users, this is intentional.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ghost Ghost 4.42.0 All All All

References

Reference Source Link

GitHub - TryGhost/Ghost: Turn your audience into a business. Publishing, memberships, subscriptions and newsletters. MISC github.com

Security and Privacy MISC ghost.org

Ghost Solution Suite MISC ghost.com

Please update your browser MISC youtu.be

Ghost Customers – A showcase of real sites built with Ghost MISC ghost.org

Ghost Usage Statistics MISC trends.builtwith.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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