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Certain versions of Cray Ex Supercomputers from Hpe contain the
following vulnerability:

A remote authentication bypass vulnerability was discovered in HPE
Cray Legacy Shasta System Solutions; HPE Slingshot; and HPE Cray
EX supercomputers versions: Prior to node controller firmware
associated with HPE Cray EX liquid cooled blades, and all versions of
chassis controller firmware associated with HPE Cray EX liquid cooled

cabinets prior to 1.6.27/1.5.33/1.4.27; All Slingshot versions prior to 1.7.2; All versions of node
controller firmware associated with HPE Cray EX liquid cooled blades, and all versions of
chassis controller firmware associated with HPE Cray EX liquid cooled cabinets prior to
1.6.27/1.5.33/1.4.27. HPE has provided a software update to resolve this vulnerability in HPE
Cray Legacy Shasta System Solutions, HPE Slingshot, and HPE Cray EX Supercomputers.
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CVE-2022-28620 has been assigned by  security-alert@hpe.com to track the vulnerability - currently rated as CRITICAL  severity.
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CVE References

Description Tags Link

Document Display | HPE
Support Center

support.hpe.com

text/html

 MISC support.hpe.com/hpsc/doc/public/display?
docLocale=en_US&docId=emr_na-hpesbcr04284en_us

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Hardware Hpe Cray Ex Supercomputers - All All All

Operating
System

Hpe Cray Ex Supercomputers Firmware 1.4.27 All All All

Operating
System

Hpe Cray Ex Supercomputers Firmware 1.5.33 All All All

Operating
System

Hpe Cray Ex Supercomputers Firmware 1.6.27 All All All

Hardware Hpe Cray Sh Supercomputer Air Cooled Base System Code - All All All

Operating
System

Hpe Cray Sh Supercomputer Air Cooled Base System Code Firmware 1.4.27 All All All

Operating
System

Hpe Cray Sh Supercomputer Air Cooled Base System Code Firmware 1.5.33 All All All

Operating
System

Hpe Cray Sh Supercomputer Air Cooled Base System Code Firmware 1.6.27 All All All

Hardware Hpe Cray Sh Supercomputer Liquid Cooled Base System Code - All All All

Operating
System

Hpe Cray Sh Supercomputer Liquid Cooled Base System Code
Firmware

1.4.27 All All All

Operating
System

Hpe Cray Sh Supercomputer Liquid Cooled Base System Code
Firmware

1.5.33 All All All

Operating
System

Hpe Cray Sh Supercomputer Liquid Cooled Base System Code
Firmware

1.6.27 All All All

Hardware Hpe Cray Sh Supercomputer Liquid Cooled Tds Base System Code - All All All

Operating
System

Hpe Cray Sh Supercomputer Liquid Cooled Tds Base System Code
Firmware

1.4.27 All All All

Operating
System

Hpe Cray Sh Supercomputer Liquid Cooled Tds Base System Code
Firmware

1.5.33 All All All

Operating Hpe Cray Sh Supercomputer Liquid Cooled Tds Base System Code 1.6.27 All All All
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Operating
System

Hpe Cray Sh Supercomputer Liquid Cooled Tds Base System Code
Firmware

1.6.27 All All All

Hardware Hpe Slingshot - All All All

Operating
System

Hpe Slingshot Firmware All All All All

No vendor comments have been submitted for this CVE
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